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Executive Summary 

The following explanations show how knowledge in companies can be protected in 
collaborative collaboration. Both basic protective mechanisms and legal framework 
conditions are examined. A survey on protection mechanisms in the aviation industry shows 
how the implementation is seen in practice. The protection of knowledge in production 
networks and the effects for DIGICOR, both conceptually and technically, are dealt with 
finally. 
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1 INTRODUCTION 
The DIGICOR project will provide an open platform, tools and services that allow European 
companies to create and operate collaborative networks across the value chain. The project 
will develop novel collaboration and management concepts and implement a collaboration 
platform and related tools for the setup and coordination of the collaboration networks. In 
particular, the project addresses the integration of non-traditional, small but innovative 
companies or service providers into the complex supply chain of large OEMs. The project 
will significantly reduce the burden to setup production networks and collaboration between 
SMEs, will shorten the time to jointly respond to business opportunities and to enter supply 
chains of large manufacturers and will simplify the management and control of the 
production and logistics execution.  

1.1 DELIVERABLE PURPOSE AND SCOPE 
The purpose of this document “D6.2”, is to develop the right concept for the protection of 
knowledge and intellectual property in a virtual organisation. 

1.2 TARGET AUDIENCE 
The document aims primarily at project participants although in addition it provides the 
European Commission (including appointed independent experts) with an overview of the 
developed protection strategies in production networks, which could be supported by the 
DIGICOR-platform. But the deliverable is also public. Therefore, some elements are 
described in more detail than necessary for the project team. 

1.3 DELIVERABLE CONTEXT 
This document is a result of the task T6.2: Knowledge Protection Specification. 

1.4 DOCUMENT STRUCTURE 
This deliverable is broken down into the following sections: 

• Section 1:  Introduction 
• Section 2:  Knowledge Management 
• Section 3:  Knowledge Protection in Production Networks 
• Annexes: 

Annex A: History 
Annex B: List of References 

1.5 DOCUMENT STATUS  
This document is listed in the Description of Action as “public” since it provides general 
information.  

1.6 DOCUMENT DEPENDENCIES  
This document refers partly to Deliverable "D6.1" regarding the rules for collaboration. 

1.7 EXTERNAL ANNEXES AND SUPPORTING DOCUMENTS 
There are no external attachments or other documents. 
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2 KNOWLEDGE MANAGEMENT AND KNOWLEDGE 
PROTECTION 

2.1 INFORMATION PRIVACY 
The concerns as well as the importance of information privacy is obvious and the industry 
has to deal with it. On the one hand, companies collect personal data of customer to use 
them in various ways – mostly to generate profit or a competitive advantage. On the other 
hand, the protection of personal information is not only the individual’s task, the 
organizations also have to protect the collected data and give the individual an opportunity 
to decide whether data is collected or not and what kind of data will be acquired. [1]  
Mason [2] states this conflict as the tension between the proper use of personal information 
while a certain level of information privacy is guaranteed. Due to this conflict, information 
privacy concerns arise. To overcome the concerns, trust hast been identified as an important 
factor to reduce the concerns. [3] 
Pavlou [4] states information privacy as “maintaining the control over one´s personal 
information” [4]. For the OECD information privacy matters and the organization provided 
principles how to establish a secure model. The principles are called "Fair Information 
Principles" (FIP) and are named and explained in the next sub-chapter.  

2.1.1 OECD PRIVACY PRINCIPLES 

Internationally, the OECD Privacy Principles provide the most commonly used privacy 
framework, they are reflected in existing and emerging privacy and data protection laws and 
serve as the basis for the creation of leading practice privacy programs and additional 
principles.  
The eight principles are part of the OECD guidelines on the protection of privacy and 
transborder flows of personal data. They fulfill the purpose to provide guidelines for the 
protection of personal data and the national law has to be consistent with it. Personal data 
is defined as all information relating to the identification of an individual. For the data 
collector, the rules define how to handle the data in terms of use, collection and storage. 
Finally, each member country is responsible for the enforcement of the national privacy law.  
1. Collection limitation principle 

• The collection of personal data should be limited. Any such data should be 
obtained by lawful and fair means and where appropriate with the knowledge or 
consent of the data subject. 

2. Data quality principle 
• Personal data should be relevant for the purpose of use. Furthermore, it should 

be accurate, complete and kept up-to-date. 
3. Purpose specification principles 

• The purpose for the collection of personal data should be specified at the point 
of collection and the subsequent use limited to the fulfillment of those purposes. 

4. Use limitation principles 
• Personal data should not be disclosed, made available or otherwise used for 

purposes other than those specified in accordance with: 
a. With the consent of the data subject 
b. By the authority of law 
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5. Security safeguards principle 
• Reasonable safeguards should protect the data against such risks as loss or 

unauthorized access, destruction, use, modification or disclosure of data. 
6. Openness principle 

• There should be a general policy of openness about developments, practices 
and policies with respect to personal data. Means should be readily available of 
establishing the existence and nature of personal data, and the main purposes 
of their use, as well as the identity and usual residence of the data controller. 

7. Individual participation principle 
• An individual should have the right: 

a. To obtain from a data controller, or otherwise, confirmation of whether or 
not the data controller has relating to him. 

b. To have communicated to him, data relating to him 
i. Within a reasonable time, 
ii. At a charge, if any, that is not excessive, 
iii. In a reasonable manner, 
iv. In a form that is readily intelligible to him. 

c. To be given reasons if a request made under subparagraphs (a) and (b) is 
denied, and to be able to challenge such denial.  

d. To challenge data relating to him and, if the challenge is successful to have the 
data erased, rectified, completed or amended. 

8. Accountability principle 
• A data controller should be accountable for complying with measures which 

give effect to the principles stated above [5], [6].  

2.1.2 FAIR INFORMATION PRINCIPLES (FIP) 

The Federal Trade Commission (FTC) has introduced the fair information principles (FIP) in 
the mid-1990s as voluntary guidelines for public webpage operators. The principles are 
based on the OECD privacy principles. It is notable that they have been reduced from eight 
to five principles.  
1. Notice/ Awareness 

• Consumers should be given notice of an entity´s information practice before any 
personal information is collected. Without any information, no informed decision 
can be made.  
• Identification of the entity collecting the data 
• Identification of the uses to which the data will be put 
• Identification of any potential recipients of the data 
• The nature of the data collected and the means by which it is collected if 

not obvious (passively, by means of electronic monitoring, or actively, by 
asking the consumers to provide the information) 

• Whether the provision of the requested data is voluntary or required, and 
the consequences of a refusal to provide the requested information  

• The steps taken by the data collector to ensure the confidentiality, integrity 
and quality of the data 

2. Choice/ consent 
• The customer has the choice of how any personal information are collected and 

how they may be used.  
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3. Access/ Participation 
• It refers to an individual´s ability both to access data about himself and to 

contest that data´s accuracy and completeness.  
4. Integrity/ Security 

• Data has to be accurate and secure. To assure data integrity, collectors must 
take reasonable steps, such as using only reputable sources of data and cross-
referencing data against multiples sources, providing consumer access to data, 
and destroying untimely data or converting it to anonymous form.  

• Security involves both managerial and technical measures to protect against 
loss and the unauthorized access, destruction, use or disclosure of the data.  

5. Enforcement/ Redress 
It is generally agreed that the core principles of privacy protection can only be 
effective if there is a mechanism in place to enforce them. Absent an 
enforcement and redress mechanism, a fair information practice code is merely 
suggestive rather than prescriptive and does not ensure compliance with core 
fair information principles. [6] 

 
2.2 INTELLECTUAL CAPITAL (IC), INTELLECTUAL ASSETS 

(IA) AND INTELLECTUAL PROPERTY (IP) 
In literature, knowledge has been identified as the source of IA. The source of knowledge is 
the creativity of a human’s mind [7], p. 34. It can be divided into tacit and codified knowledge. 
Tacit knowledge exists only in the human mind, whereas codified knowledge exists in at 
least one other way for example in a written form. Knowledge can be seen as the total IC 
available.  
Since the term IC is not uniformly used in the literature, it is necessary to create a common 
understanding of it. For example, [8], p. 117, uses the term equal to IP. IC can be defined 
as “knowledge that can be converted into profits” [9]. IC comprises the tacit and codified part 
of the knowledge. As mentioned above, knowledge can either be tacit or codified. Thus, the 
IC can be further split. The entire codified knowledge is called IA. Therefore, IA include, 
plans, procedures, memos, sketches, drawings, blueprints and computer programs [9]. 
Further, the IA have to be further split into an additional sub-group, the IP. IP represents all 
the codified assets that experience legal protection ( [10] p. 12). To state some examples, 
patents, copyrights, trademarks and trade secrets can be named ( [8], p. 373; [9]). 
Additionally, the tacit part of the IC is represented by the HC of an organization. HC 
comprises all the skills, abilities, tacit knowledge and know-how the employees of an 
organization own. In order to benefit from its employees´ knowledge, they have to be put 
into the right position to optimally use each individual person. Additionally, the process to 
codify knowledge can only be done by the HC of an organization and thus the employees 
are the source of the IA. Another possible distinction for knowledge is based on the medium 
that contains the knowledge. [11] distinguishes between people dependent and people 
independent knowledge. The people dependent knowledge represents know-how, culture, 
networks and the reputations. This is equal to the HC of an organization. The people 
independent part comprises the codified knowledge and is therefore equal to the IA. It can 
be further split into IAs with legal protection and without legal protection. The IA legal 
protection is equal to the IP and IPR, contracts and trade secrets are part of it. The people 
independent IA without legal protection represent the entire IA without the IP ( [11], p.41). 
Figure 1 visualizes IC and its sub-parts. IC comprises the total knowledge. It can be split 
into the two parts, HC and IA. HC represents the tacit part of the IC which is embodied in 
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the employees. The IAs represent the codified knowledge. It was codified by the HC, but it 
is independent from the HC and for example embodied in a document. It is therefore 
available to the public and can easily be transferred from one person to another. Some parts 
of the IA are transferred into IP by the HC to achieve a legal protection (e.g. a patent). 
Finally, it can be concluded, that the HC embodies the tacit knowledge, transforms it into IA 
and gets legal protection for the IA.  

 
Figure 1: A model of the intellectual capital 

(Source: own representation based on:  [8], p. 119; [9], p. 134) 
[8], p. 119, adds the dimension of structural capital (SC). It is created by the acting and 
behavior of the HC and part of the codified knowledge. This SC fosters the creation of 
tangible and intangible assets within the organization [8], p. 115. Without the infrastructure 
of a company, the IC cannot be deployed. The better the SC of an organization, the more 
efficient and the more frequently new assets are created. Therefore, Figure 1 has to be 
extended by SC. The entire items found on the balance sheet like financial assets, buildings, 
machinery are SC and as mentioned above the entire infrastructure. Last but not least, 
complementary assets (manufacturing facilities, distribution competences, and sales 
outlets) are also part of it ( [9], p. 133). 

Intellectual Capital

Intellectual Assets

Intellectual Property

Human Capital
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Figure 2: Extended model of intellectual capital 

(Source: own representation based on:  [8], p. 119; [9], p. 134) 
Figure 2 represents an adapted version of Figure 1. The SC is added to the Figure 2. Now 
it represents more aspects of the IC in an organization. The IC comprises everything, namely 
the IA, the HC, the IP and the SC. As mentioned above, the HC represents the tacit aspect 
of the IC whereas the IA represent the codified part of the IC. At this point it is necessary to 
mention that the tacit part that is embodied in an employee is lost, in case the employee 
leaves the organization ( [8], p. 106). The codified knowledge stays in the organization even 
when an employee leaves the organization. The intersection between IA and the HC 
indicates that the HC codifies the IC. This means, that the HC is the source for the entire 
codified knowledge in an organization. Additionally, the intersection between IP and HC 
represents the process of IP registration. In other words, this intersection represents that the 
HC actively transforms IA into IP. Further, the SC shows four intersections with other 
aspects. First, IP can be seen as part of the SC. For example, a brand is part of the sales 
strategy and thus it can be argued that it is part of the SC ( [12], p. 360). Second, the 
intersection between the IA and the SC represents the infrastructure of the organization. 
Third, the intersection between the SC, the HC and the IC represents the tacit part of the 
structural part that is embodied in the employees like the corporate culture or the networks 
of employees. Finally, the intersection between SC, the HC and IA represents the codified 
knowledge that becomes part of the infrastructure of the organization ( [12], p. 360). For 
example, new processes or workflows that are implemented.  

 
2.3 WHAT IS INTELLECTUAL PROPERTY? 
There is no consistent definition for the term IP. Now it has been broadly discussed where 
IP originates from. Whenever knowledge is codified, it is part of the IA and can be used in 
an economic way. Further, IP is derived from the IA by applying for legal protection for the 
codified knowledge ( [12], p. 363). IP can be explained from two different perspectives. On 
the one hand, there is the property rights theory and on the other hand the aspect of an 
object. Objects can be distinguished between tangible and intangible assets ( [13], p. 4). 
The characteristics to differentiate are publicness, depreciation, cost of transfer, property 
rights and enforcement of property rights [14]. 

Intellectual Capital

Intellectual Assets

Intellectual PropertyHuman Capital

Structural Capital
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The World Intellectual Property Organization (WIPO) provides the following definition of IP: 
“IP refers to creations of mind, such as inventions, literary and artistic works; designs; 
symbols, names and images used in commerce” ( [15], p. 148; [16], p. 2).  
Additionally, the WIPO states: “IP is protected in law by, for example, patents, copyrights 
and trademarks, which enable people to earn recognition or financial benefit from what they 
invent or create. By striking the right balance between the interests of innovators and the 
wider public interest, the IP system aims to foster an environment in which creativity and 
innovation can flourish” ( [16]). 
In brief and according to the definitions of the WIPO, IP comprises the entire codified 
knowledge, which can experience legal protection. Legal protection or IPR is granted for 
patents, trademarks, registered designs and copyrights. In addition, the legal protection is 
also valid for contracts and trade secrets ( [17], p. 135, [11], p. 41; [18], p. 177). The 
importance of IP is broadly discussed. Therefore, the discovery, exploitation, retention and 
protection of IP is the most important challenge for a business nowadays  [15], p. 148).  
To sum it up, IP refers to the creation of a human´s mind that can be used in an economic 
way and experiences legal protection, whereas IPR describe the protection used behind the 
IP. Based on literature, legal and factual protection mechanisms can be identified, whereas 
only the legal protection mechanisms with exception of the trade secret create a property 
claim and hence grant the right for exclusive use. The trade secret provides also an 
exclusive use due to the secrecy it provides, but it does not protect against independent 
discovery by competitors. For a more specific explanation see the following chapters: Legal 
Protection Strategies and Factual Protection Strategies. 

2.3.1 INTELLECTUAL PROPERTY MANAGEMENT 

As described earlier, IP experienced a significant increase of awareness in terms of strategic 
importance ( [19], p. 37). This is a result of the increasing importance towards the intangible 
assets in organizations and their ambitions to protect them. Based on the RBV, knowledge 
can be seen as the only relevant resource for a competitive advantage. Knowledge sharing 
is essential for the functioning of business networks as it influences the cooperation and 
outcomes that organizations are able to achieve ( [20], p. 598). Knowledge as it stands 
cannot automatically be seen as property but it is the foundation to create IP. IP can be 
handled much easier since it is protectable with formal and informal protection mechanisms. 
The process of handling the protection mechanisms is called IPM.  
The term management comprises planning, organizing, staffing, directing and controlling of 
the resources and processes of an organization ( [21], pp. 6–11). IPM adds the term IP, 
which was described earlier. The literature provides many definitions and some of them are 
provided afterwards: 
“Intellectual property management is commonly understood as the management of a firm´s 
IP rights consisting of patents, trademarks, industrial designs and copyrights” ( [22], p. 4). 
This definition has to be extended by the IPR of copyrights, layout designs and trades 
secrets. [7] adds a strategic perspective to IPM and defines it as the extension, conservation 
and protection of the IP of an organization. The strategic perspective has to be considered 
because IP enables organizations to create a temporary competitive advantage and 
maintain the company´s success ( [7], p. 230).  
According to [23], IPM is the holistic management approach in terms of planning, managing 
and controlling the legal and factual aspects of IP in an organization ( [23], p. 115).  
IPM can be comprehended as the strategies, processes and structures, which structures 
and applies legal and factual protection mechanisms to protect an organization´s IP. IPM 



 

D6.2: Knowledge Protection Specification 15 / 16 
 

contributes to the future organization´s success as well as achieving technological and 
innovative goals ( [24], p. 131). IPM creates the foundation for the future success and 
competitive advantage of the organizations by defining the strategy to optimize the IP of an 
organization ( [18], p. 177). In brief, IPM strives to generate a competitive advantage from 
the organization´s IP by utilizing legal and factual protection strategies. According to the 
definition of management, IPM plans, manages and controls the IP within a company ( [7], 
p. 33; [21], pp. 6–11). The planning decision has to be made early. It is about the protection 
strategy which should be applied (either a legal or a factual one or a combination of 
protection mechanisms). The term managing can be referred to the utilization of IP. In other 
words, how is the IP internally and externally used? In terms of internal utilization, the IP is 
part of the value-adding process of the organization. Hence, it is embodied in a product or 
service of the organization. The external utilization of IP is to protect the knowledge of the 
organization from its competitors. Additionally, the IP might be used in terms of licensing 
agreements in order to generated licensing fees with it. Finally, controlling IP, refers to the 
checking if the own IP is infringed by other organizations and the control whether or not a 
trade secret has been revealed.  

2.3.1.1 The Resource-based View 

The first idea of resource driven organizations was developed by Edith Penrose in 1959. 
She described organizations as combination of certain resources ( [25], pp. 24–26). Different 
resource combinations are the explanation for more or less successful organizations  [26], 
pp. 66–68). The term resource is misleading since it is commonly associated with tangible 
things. Therefore, resources should be defined as organization-specific assets. It can be 
distinguished between tangible and intangible assets. Other authors have identified HC,  
organizational capital – and physical capital resources ( [27], p. 101) which is a more precise 
distinction compared to tangible and intangible assets. 
According to ( [28], p. 30) a resource is the “result of successful asset refinement processes, 
producing sustainable heterogeneity of the owning firm in competition and enabling the firm 
to withstand competitive forces”. Additionally, an asset is a “homogeneous external or 
internal factor, serving the firm as input for value-added processes” ( [28], p. 30). Resources 
describe the equipment of an organization. The term comprises the tangible as well as the 
intangible assets within organizations. It can be distinguished between three types HC, 
organizational capital – and physical capital resources ( [27], p. 101).  
Wernerfelt (1984) states the following examples for resources: brand-names, trade contacts, 
machinery, efficient procedures and capital ( [29], p. 172). They are the core of the RBV. As 
mentioned earlier, organizations have different resource equipment and therefore various 
success in business. Scholars have identified different criteria to weight resources in terms 
of importance for the future success and a sustainable competitive advantage. A resource 
has to be valuable, limited, not imitable and not substitutable ( [30], p. 143). These criteria 
are relevant in order to rank the importance of a resource for a company ( [27], p. 105). 
Those criteria can be used to explain how IPM can acquire a competitive advantage and 
why IP is important for any organization. Assets show different levels for the risk of imitation 
( [31], 1997, p. 513). Difficult to imitate are trade secrets and specialized production facilities 
and experiences. The difficulty results from the larger aspect of tacit knowledge which the 
assets contain ( [31], 1997, p. 525). Penrose identified the importance of knowledge as she 
states: ”(…) it is likely, that increases in knowledge can always increase the range or amount 
of services available from any resource” ( [25], p. 76). 
[14] identified knowledge as one of the key resources to generate a sustainable competitive 
advantage according to its nature. It perfectly suits the criteria stated above which identify 
the critical resources for future success. Knowledge can be valuable and limited, it can be 
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difficult to imitate and last but not least it is not substitutable. Thus, organizations need the 
ability to create, transfer, assemble, integrate, protect and exploit the knowledge assets ( 
[14]). Further, the competences within an organization have to be regarded since the 
resources are embedded into them [14], which leads to the competence-based view (CBV) 
(see next chapter 2.3.1.2). A sustainable competitive advantage is not generated by just 
owning difficult-to-imitate resources. Additionally, difficult-to-imitate competences are 
required to further develop the assets of the organization ( [32], p. 4). 
Besides, the four criteria stated above are the reason why knowledge assets are important. 
To sum it up, the RBV is the concept which legitimates the importance of KM and knowledge 
protection (IPM) [24], p. 91. The RBV is the concept that strives to explain how organizations 
can achieve a sustainable competitive advantage. As the key resource, knowledge has been 
identified because it suits the four criteria stated above. Therefore, a successful protection 
of the internal knowledge is desired. In future, the success of organizations will increasingly 
depend on the generation and utilization of intangible assets like knowledge, know-how and 
IP ( [8], p. 7) 

2.3.1.2 The Competence-based View 

This approach does not argue on a resource perspective. Instead it focuses on the specific 
competences of organizations. It describes organizations as an accumulation of 
competences. The core-competences of an organization are the foundation for its success.  
In the following a definition for competence is provided: 
“Organizational, repeatable, learning-based and therefore non-random ability to sustain the 
coordinated deployment of assets and resources enabling the firm to reach and defend the 
state of competitiveness and to achieve the goals” ( [28], p. 30). 
Competences are the ability to use the organization´s resources in a specific way. Without 
the ability to unfold the potential of a resource, an organization is not able to use it in a value-
adding way ( [28], p. 30). Further, a competence only effects one specific area of the value 
adding process. Competences are a bundle of know-how assets that are tangible and do 
not depend on a single individual of the organization. They are located in the business 
functions of the organizations ( [33], p. 71). Competences do not wear of when they are 
used compared to other tangible assets. They have to be protected because they are part 
of each product or service of the organization ( [34], p. 5). The business of the organization 
is built around these core-competences. Besides the actual business, competences are also 
required to build up a new business when a business opportunity is discovered. When they 
are not part of the organization they have to be developed. In this case the competences of 
the organization have to be rearranged to respond to the new business opportunity ( [35], 
pp. 224–232). It can be argued, that IP-management can be seen as a competence. It is an 
important ability of an organization to successfully protect and exploit the IP assets ( [24], 
pp. 94–95). 

2.3.2 INTELLECTUAL PROPERTY RIGHTS 

As mentioned earlier, knowledge has been identified as the main factor for competitive 
advantage and the IPR ensure that the owner (in most cases equal to the inventor) benefits 
financially from the invention or the creation. Further, IPR prevent the abuse of knowledge 
resources ( [36], p. 24). The mechanisms stated in the literature are patents, trademarks, 
registered design, copyrights, contracts, trade secrets and layout design (Topographies) ( 
[37], p. 399; [24], p. 56; [17], p. 135, 1991, p. 41; [23], p. 47; [16], p. 3, 2008, p. 17 f.). At this 
point it is necessary to mention that the layout design is not considered since it is not relevant 
for the work. Due to the increasing importance, the role of the IPR is changing:  
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1. Intangible assets are the source of competitive advantage which leads to an 
increased awareness 

2. Globalization 
3. Digitalization, products or processes can easily be imitated or replicated  
4. The legal framework is adapted to strengthen the IPR ( [37], p. 400).  

Nowadays the IPR have to deal with the Globalization and the Digitalization. The problem 
arising with the Globalization is the lack of a uniform IPR protection around the globe. At 
least, all the member countries of the World Trade Organization (WTO) were obliged to 
implement the IPR into their national law or update the existing IPR according to the 
minimum requirements of the agreement of Trade Related Aspects of Intellectual Property 
(TRIPS) ( [38], 2012, pp. 19–20; [39], p. 321). The strengthening of the IPR helps 
organizations to build a strong position in the global market, as they are able to effectively 
protect their inventions ( [37], pp. 412–413). The Digitalization results in the problem that a 
digital copy offers the same quality as the original and it cannot be distinguished what was 
the original product. These two challenges have to be solved by the national governments 
and the WTO in order to adapt the IPR to the future business environment.  
In brief, the IPR grant a timely limited monopoly to the owner. As a result, the owner is able 
to financially benefit from his IP ( [8], p. 9). Within collaborations, it is distinguished between 
four types of IC. The reason for the distinction is when the IC is created compared to the 
collaboration. The four types are background IC, foreground IC, postground IC and 
sideground IC.  

 
Table 1: Distinction of IC in collaborations 

(Source: own representation based on: Bogers, 2011, p. 100) 
In the following sections, the four types of IC are explained in a more detailed way in order 
to create a common understanding of it. It is required for the further development of the 
protection strategy.  

2.3.2.1 Background Intellectual Capital  

The background IC comprises the entire IC which is owned by either one of the parties and 
brought into an agreement or a collaboration ( [24], p. 35). The term IC refers to the 
transferable knowledge, the entire IA, SC and the tacit knowledge embodied in the HC. The 

Type of IC Description

Background IC Already existing IC that was brought into 
the collaboration by a partner

Foreground IC IC that was created by the collaboration 
based on the background knowledge

Postground IC IC that was created based on the 
foreground knowledge by one partner 
after the end of the collaboration

Sideground IC IC that was created independently from
the collaboration by one partner
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IC is defined by the point in time when it was created. Only the IC that has been created 
before the entry into the collaboration is summarized with the term background IC. In order 
to access the background IP of the other collaboration partners, licensing agreements have 
to be made. An additional licensing solution is cross-licensing where collaboration partners 
exchange access to their background IC. In case, only a specific part of one collaboration 
partner´s IC needs to be accessed, a normal licensing agreement is the more common 
method. It is necessary to secure the own IC before entering a collaboration [40]. 
Background IC is brought into new collaborations ( [41], p. 271). In this case it is the base 
for the development of future IC of the collaboration, the so-called foreground IC of the 
collaboration. Further, the exact use as well as the access rights of the background IC have 
to be defined before the collaboration is entered to prevent infringements and undesired 
knowledge spillovers of the IC ( [24], pp. 36–37). 

2.3.2.2 Foreground Intellectual Capital 

Foreground IC is developed by the collaboration. It represents the results of a collaboration 
( [41], p. 271; [24], p. 35). Therefore, all the participating partners have the right to access 
and use the new IC. This is especially important for IP because it creates barriers in terms 
of usage. Due to this, the IP can be jointly owned, solely owned by one party and licensed 
to the other or it is possible to determine which foreground IP was developed by whom and 
according to this it is split. In case the IP is jointly hold, no cross-licensing agreement is 
necessary, but a contract to regulate it is still required (see §§705 ff. “Bürgerliches 
Gesetzbuch” (BGB) ( [40], p. 71). When the IP is solely owned by one party, licensing 
agreements are required to provide the other partners access to the IP. Last but not least 
the IP is split among the parties. This leads to cross-licensing agreements. A cross-licensing 
agreement allows parties to mutual access their patents. It has the advantage that only a 
small or no licensing fee has to be paid and the partners share their IPR at least partly ( [42], 
p. 136). This requires an approximately even number of patents. Further, the agreement 
provides access to not on the market available patents and IPR. The IA is available to all 
the collaboration partners as long as it does not belong to any IP. In this case, the regulations 
stated above are important. In terms of the tacit knowledge embodied in the HC, it is 
impossible to trace what kind of knowledge is brought back from the collaborations by the 
HC ( [24], p. 35).  

2.3.2.3 Postground Intellectual Capital  

After the end of the collaboration, it is necessary to define what happens with the foreground 
IC. Foreground IC can be further developed from at least one of the collaboration partners, 
even with new partners in a new collaboration. Since a property claim only arises from the 
IP and not from the IA, HC or SC, the focus is on the IP. IA, HC and SC can be used 
independently by any of the former collaboration partners as long as there are no other 
agreements. It is advisable to define the access and usage rights at an early stage of the 
collaboration ( [41], p. 271). 
The resulting foreground IP of a collaboration can be further developed by one of the 
partners after the collaboration. The resulting IP is called postground IP. Therefore, it has to 
be clarified how to handle the foreground IP and who has the right to use it. In horizontal 
collaborations, it is argued to do not grant licenses in order to prevent the collaboration 
partner from selling a similar product. Horizontal collaborations comprise organizations on 
the same hierarchical level. Whereas in vertical collaborations, a licensing agreement is 
recommended at least for the duration of a delivery contract. Otherwise the contract is 
redundant ( [24], p. 37). 
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2.3.2.4 Sideground Intellectual Capital 

Sideground IC describes the IC that was independently developed by a collaboration partner 
during the participation in the collaboration. It results mostly from internal R&D activities and 
is not linked to the results from the collaboration. In case the sideground IC is from 
importance for the collaboration, it can be brought into the collaboration. Sideground IP is 
now handled as background IP of the collaboration and agreements are required to ensure 
a financial compensation for the collaboration partner who brings it into the collaboration 
and on the other hand to clarify access and usage rights of the collaboration partners ( [24], 
p. 38). 

 
2.4 GENERAL KNOWLEDGE PROTECTION STRATEGIES 
Organizations consider knowledge as an important factor to maintain the competitive 
advantage against competitors. Due to this reason, various knowledge protection 
mechanisms are developed to protect the IP of an organization. Basically, the protection 
mechanisms protect the IP from imitation and provide a legal opportunity in case of 
infringements ( [43], p. 580). The protection is only temporarily available ( [24], p. 57) due to 
the timely limited protection of formal mechanisms and the increasing speed of imitation 
from competitors ( [44], p. 1531). In literature, it is distinguished between formal and informal 
protection mechanisms, but in terms of the copyright, no formal registration is required in 
order to acquire the protection. Due to this, it is distinguished between legal and factual 
protection mechanisms ( [23], p. 46). The legal ones represent the formal protection 
mechanisms in the literature and the factual ones represent the informal protection 
mechanisms (see Figure 3).  
The main difference between the legal and the factual protection mechanisms is that the 
legal mechanisms experience legal protection and the factual ones do not. They comprise 
human resource management (HRM), the tacit dimension and secrecy ( [45], p. 208). The 
legal side is additional split into protection mechanisms where the owner has a property 
claim and the ones without a property claim (see Figure 3). The property claim comprises 
the protection mechanisms with IPR ( [8], p. 117). The factual protection mechanisms are 
further distinguished in the ones granting exclusive use and the ones relying on a different 
protection (see Figure 3). As stated above, the following mechanisms are considered: 
patents, design rights, trademarks, copyrights, defensive publishing, confidentiality 
agreements, trade secrets, complexity of process and product designs, contracts, technical 
protection measures, complementary assets, HRM and lead-time advantage over 
competitors ( [44], p. 1531; [46], 2017, pp. 156–158; [47], pp. 780–781; [24], pp. 55–56; [48], 
p. 825; [49], p. 2, [45], pp. 208–210; [23], p. 472). 
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Figure 3: Clustering the protection mechanisms 
(Source: Own representation based on:  [23], p. 47) 

Besides the structure of the protection mechanisms, Figure 3 assigns the identified 
protection mechanisms from the literature to the four groups. The first group, legal protection 
with a property claim, contains the protection mechanisms patents, design rights, copyrights 
and trademarks. As stated above, the group combines legal protection with a property claim. 
The second group, legal protection without a property claim, comprises the trade secret, 
defensive publishing and contracts. The group relies on the legal protection but does not 
create a property claim. Each protection mechanism works in a different way. A trade secret 
creates exclusive use by maintaining the secrecy, whereas the defensive publishing 
maintains the radius of operation by disclosing the invention to prevent competitors from 
acquiring patents or other legal protection mechanisms with an exclusive use. A contract 
creates a legally binding document. Trade secrets, complexity of process and product 
design and technical protection measures are part of the third group, factual protection 
mechanisms that grant exclusive use. As the name of the group states, these protection 
mechanisms strive to grant exclusive use to the user. This is achieved by maintaining the 
secrecy over the embodied knowledge, but there is no property claim for the invention. The 
last group, factual protection mechanisms with other protection mechanisms, comprises 
HRM, lead time advantage, non-disclosure agreement (NDA), complementary assets and 
technical protection mechanisms ( [23], p. 47).  
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Figure 4: Function of protection mechanisms 

(Source: own representation based on: [24], p. 57) 
Figure 4 provides an overview about the purpose behind the four groups of protection 
mechanisms. The different clusters of the protection mechanisms fulfill a different purpose 
to protect IP or sensitive information (in case it is an information that cannot be protected by 
IP mechanisms). The first group, legal protection with a property claim forbids the imitation 
of the invention by others. The property claim enables the owner to forbid the imitation. 
Nevertheless, the original knowledge of the innovation is disclosed and accessible to the 
public. The legal protection mechanisms without a property claim strive to hide the invention 
from possible competitors and other organizations to prevent them from imitating the 
invention. Factual protection based on exclusive use prevent the imitation of the invention 
by maintaining the secrecy about the invention. Finally, the factual protection mechanisms 
based on other protection cannot prevent the imitation of the innovation. Therefore, they 
strive to minimize the success to imitate the innovation ( [24], p. 57).  
No protection mechanism provides perfect protection. In order to optimize the level of 
protection they are combined among each other. The factual protection mechanisms are 
complementary to the legal ones. Therefore, organizations rely on a combination of legal 
and factual protection mechanisms ( [44], p. 1542). At this point, it is necessary to mention, 
that not protection mechanisms can be combined with each other. Some combinations 
reduce the level of protection.  
A pioneering study by Miles et al. (2000) has shown service organizations rely on four 
different combinations of mechanisms:  

• A mix of patents, trademarks and copyrights (legal strategy) 
• A mix of secrecy, lead-time advantages and customer relationship management 

(secrecy) 
• A mix of long term labor contracts and exclusive contracts with suppliers (contractual 

strategy) 
• A combination of complex product design and embodying intangible products 

(secrecy) ( [44], p. 1533) 

The level of protection depends on the effectuality of legal and factual protection 
mechanisms as well as the type of asset that requires protection (e.g. product, process, tacit 
or codified) ( [46], p. 156). Legal and factual protection mechanisms show a strong 
interdependency ( [44], p. 1542). This outlines that legal and factual protection mechanisms 
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are complementary assets. They have to be combined to obtain a maximum level of 
protection ( [46], p. 157). 

2.4.1 LEGAL PROTECTION STRATEGIES 

Legal protection strategies strive to protect codified knowledge. [46], p. 156, identified 
patents, design rights, trademarks and copyrights as legal protection strategies. [23], p. 47, 
states defensive publishing and trade secrets as legal protection mechanisms. It might be 
assumed that patents are the most frequently used mechanisms but according to [47], p. 
784, the use of trademarks is more common. Layout designs for the topographies have to 
be mentioned but will not be considered in this work, because they are not relevant to the 
SMEs in the aviation industry. In brief and according to authors, legal IP protection strategies 
are: 
Patents, design rights, trademarks, copyrights, trade secrets, defensive publishing, 
contracts ( [44], p. 1531; [46], p. 156; [47], p. 781; [24], p. 56; [48], pp. 825–826; [49], p. 2, 
[45], pp. 210–211; [50], p. 598; [23], p. 472).  

2.4.1.1 Patents  

In general, an inventor needs to register his invention – in Germany at the “Deutsches 
Patent- und Markenamt” (DPMA) – in order to receive the right to prohibit imitations or usage 
by other parties (e.g. in Germany §9 Patentgesetz (PatG)). The purpose is to enable the 
inventor to financially benefit from the invention. The protection is limited to a certain period 
of time, in Germany 20 years (§16 PatG), and a restricted geographical area. For example, 
a patent is issued in Germany, hence the patent only grans protection in Germany. It 
balances the financial interest of the inventor and the public desire to benefit from the new 
invention. It can also be described as a trade-off between the interest of the inventor to 
financially benefit from the invention for a limited time and the exploitation of the information 
to provide access to others ( [17], p. 137). Additionally, an annual fee has to be paid after 
the third year and each following year (§17 PatG). The patent expires if the annual fee is not 
paid (§20 PatG). A patent can only be registered if it is an invention, it is new and can be 
used commercially. All three criteria have to be fulfilled and it is checked by the responsible 
administration. Due to this, it takes several years (the average duration at the European 
Patent Office (EPO) from the application until the granting is four years ( [18], p. 186)) until 
the patent is granted ( [23], p. 51). The patent provides full protection of the IP and grants 
the exclusive use. A drawback is that a registered patent discloses all the information linked 
to the invention. This might enable competitors to further develop the patent or invent around 
the patent ( [46], p. 157). Also, it might motivate competitors to reengineer the patented 
technology ( [47], p. 781). Therefore, it is not reasonable to combine a patent with a secrecy 
strategy at the same time because the information about the invention are already disclosed 
( [7], p. 145). In sequence, it is possible to use first secrecy and afterwards a patent for the 
protection ( [24], p. 83). The importance of a patent is perceived as high, but it is necessary 
to differentiate between different sectors. For example, only highly R&D intensive SMEs 
consider a patent as the most important protection instrument. Most small companies prefer 
the informal protection mechanisms ( [51], p. 36). The EU strives to create a “Einheitspatent” 
( [52]). The purpose is to create a uniform patent protection with only one application for the 
entire EU. Additionally, the costs for a patent decrease significantly from 30000€ to only 
5000€ for valid patent in the entire EU ( [53], p. 78).  [48], p. 826, states that patents are the 
most frequently used protection mechanisms. It is in conflict with the statement of [47], p. 
784, stated above which mentions trademarks as the most commonly used protection 
mechanism. Maybe the frequency of protection mechanisms varies from branch to branch 
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and the two statements are valid for different branches (Bundesministerium für Justiz und 
Verbraucherschutz, 2017a).  

2.4.1.2 Trademarks 

A trademark is a sign, symbol, design or expression (§1 Markengesetz (MarkenG)) that 
distinguishes a certain product or service of a company from its competitors ( [46], p. 157). 
A trademark has to be registered (§4 MarkenG) and it has to differ from existing trademarks 
(§3 MarkenG). In Germany, the DPMA is responsible and for Europe the Office for 
Harmonization in the Internal Market (OHIM) administers the process. Theoretically, the 
protection of a trademark has no time limit. It has to be renewed every ten years and an 
extension fee has to be paid (§47 MarkenG) ( [47], p. 781; [17], p. 137). Brands are the most 
important IP within organizations ( [17], p. 138, 1991, p. 51). This statement is in conflict to 
the one mentioned in the chapter Patents by [48], p. 826. The two statements might be valid 
for two different branches. Due to the unlimited protection, the market position can be built 
up on the trademark. It provides brand recognition, which is associated with quality and trust 
( [8], p. 188; [7], pp. 101–104). Besides, a strong brand can create a market entry barrier ( 
[8], p. 208). A limitation of a trademark is the fact that it does not provide any performance 
protection. Only characteristics can be protected. This prevents an unlimited technical 
protection (§3 MarkenG) (Bundesministerium für Justiz und Verbraucherschutz, 2017).  

2.4.1.3 Copyrights 

A copyright represents exclusive rights for an original work in the areas of literature, science 
or arts (§1 Urheberrechtsgesetz (UrhG). It determines who financially benefits from the work 
(§11 UrhG) and the right is granted automatically to the creator when the work originates, 
there is no registration required ( [47], p. 781). It protects the creation for at least 50 years 
after the publication ( [39], p. 325). In Germany, the protection is granted for 70 years after 
the death of the creator  (§64 UrhG) ( [53], p. 92). A copyright can be for example artistic 
performances, literature or music (§2 UrhG) (Bundesministerium für Justiz und 
Verbraucherschutz, 2017c; [17], p. 137). 

2.4.1.4 Design Right 

The design right protects the visual appearance of objects (color, shape, material, structure) 
but not its function ( [47], p. 781 & §1 Designgesetz (DesignG). In order to register a design 
right, it needs to be new and unique (§2 DesignG). This means it has never been published 
before and it must differ from other designs ( [46], p. 157). Within the EU the OHIM in Alicante 
administrates the registered design rights and the registration process. The protection is, 
similar to Germany, granted for 25 years (§14 DesignG) ( [53], p. 83, 2009, p. 47). In 
Germany, the DPMA is responsible for the registration process of a design right 
(Bundesministerium für Justiz und Verbraucherschutz). 

2.4.1.5 Trade Secrets 

A trade secret covers non-public information and enables an organization to obtain 
competitive advantage over organizations with a lack of information. It includes formulas, 
methods, techniques, processes and instruments, as well as know-how, customer´s 
information or organizational strategies ( [46], p. 157; [17], p. 138). Companies have to self-
responsibly maintain the secrecy about the information. It can be both, a legal and a factual 
protection mechanism because it combines secrecy and a legal background. In this section, 
the formal protection is explained. The legal protection is granted by the TRIPS agreement 
(Article 39, undisclosed information) and all members have to implement it into the national 
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law ( [24], p. 68; [39], p. 336). In Germany, different laws protect the know-how which cannot 
or should not be protected with other formal ways. First, the German constitution grants right 
of property and heritage (Art. 14 Grundgesetz (GG)). Further the law “Gesetz gegen den 
unlauteren Wettbewerb (UWG)” (§4 Sec. 9, 17, 18, 19; UWG) has to be considered because 
it protects the trade secrets (§17 UWG “Verrat von Geschäfts- und Betriebsgeheimnissen”). 
Additional protection is provided by the “Strafgesetzbuch (StGB)” (§96, 99, 201, 202, 202a, 
203, 204, 206 StGB) and the §823 BGB). Nevertheless, organizations have to create an 
environment with their IPM to protect the internal know-how. Without internal rules, the trade 
secret is almost impossible to reach or establish ( [53], pp. 99–101, [7], pp. 125–126). The 
protection of a trade secret is more valuable for an organization than applying for a patent ( 
[51], pp. 44–45). Therefore, it can be assumed that it is the most commonly used protection 
mechanism. Another advantage of the trade secret is that it can still be valid even if the 
technology or product is already publicly available and therefore a patent application is no 
longer possible (Bundesministerium für Justiz und Verbraucherschutz). 

2.4.1.6 Defensive Publishing 

Defensive publishing refers to specific publishing of information to prevent the acquirement 
of new patents in a certain area. This is achieved, because the disclosed information is seen 
as state of the art and therefore the invention is not new anymore (§3 PatG) 
(Bundesministerium für Justiz und Verbraucherschutz, 2017a). The purpose is to maintain 
the own radius of operation ( [54], p. 61). Additionally, the trade-off between costs and 
benefits is not satisfying enough for acquiring a patent or secrecy is no option ( [54], pp. 128 
& 193–195). Defensive publishing can be done in different ways. The first option is to publish 
it on a fair or presentation. Optional is the publication on commercial disclosure platforms 
like IBM Technical Disclosure Bulletin or www.researchdisclosure.com ( [18], p. 184). The 
advantages are the low costs and the proof of the publication date. The second option is to 
publish small pieces of the R&D to ensure a patent application is not valid anymore but still 
not enough to disclose all sensitive information. The final option is to publish the invention 
in a scientific magazine of an entirely different branch and / or in an uncommon language. 
In all cases, the publisher is responsible that the administration, responsible for the 
application of new patents, can find the publications ( [18], p. 184). Otherwise there is no 
effect on the competitor. Money was spent on the development process and to acquire a 
proper protection (patent) but it is not possible anymore since the invention was published 
earlier ( [24], p. 70). 

2.4.2 FACTUAL PROTECTION STRATEGIES 

Factual protection strategies in comparison with legal protection strategies are not based on 
laws (one exception is the trade secret). Instead factual protection strategies are based on 
secrecy or time advantage ( [47], p. 781). ( [47], p. 780) and ( [46], pp. 157–158) identified 
trade secrets, complexity of products and manufacturing processes and lead-time 
advantage as common protection strategies within French organizations. ( [24], p. 56) adds 
NDA and technical protection measures to the strategies. In brief, the following informal 
protection mechanisms haven been identified in the literature:  
Trade secrets, complexity of process and product design, lead-time advantage, technical 
protection measures, HRM, NDA, complementary assets ( [44], p. 1531; [46], pp. 157–158; 
[47], p. 781; [24], p. 56; [45], p. 208). 

2.4.2.1 Non-disclosure Agreements 

The purpose of an NDA is to maintain the secrecy of critical information. Due to its flexibility, 
it can be used at any point (within a development process or in collaborations) ( [43], p. 587).   

http://www.researchdisclosure.com)/


 

D6.2: Knowledge Protection Specification 25 / 26 
 

[55], p. 57, argues that NDAs encourage people to share more information than necessary 
because it creates a feeling of safety. People are more critical when sharing information if 
no NDA is signed. Also, it is hard to detect violations and in case one is discovered, the 
damage has already occurred.  

2.4.2.2 Technical Protection Measures 

Technical protection measures prevents origin deception by marking the product with RFID, 
holograms, invisible colors (infrared or ultra violet) ( [24], p. 71; [10], p. 47). Most frequently 
used for spare parts, because it increases the customer loyalty, since the use of original 
spare parts can be monitored. Additionally, the costs of replication increase which 
discourage the attractiveness of product piracy ( [23], p. 76). 

2.4.2.3 Complexity of Process and Product Design 

Many products require a wide range of technologies, components and systems for its 
production. The combination of all these technologies requires specific knowledge and this 
is what needs to be hidden from competitors ( [47], p. 781). Therefore, organizations may 
rely on product requirements that are not so easy to replicate to maintain the competitive 
advantage ( [46], p. 158). This can be achieved by creating a complex design, using 
materials which are difficult to manufacture or rely on complex software solutions to use the 
product ( [23], p. 76).  

2.4.2.4 Lead-time Advantage 

It can be generated, if a company is capable of developing and introducing new innovations 
faster to the market than competitors do ( [46], p. 158). It is most effective of capturing and 
protecting the competitive advantage of process or product innovations. Additionally, value 
or profit can be generated from the product and it is possible to create the standards and 
connect the customer closely to the product and the company ( [23], pp. 77–78). It is mostly 
used in industries with a fast product cycle. Patents are not suitable to protect products with 
a short lifetime because of long approval period for the patent in contrast to the short product 
lifecycle. The semiconductor industry is an example for the lead-time advantage because 
the next generation of the product is already introduced to the market before the patent 
approval process is completed ( [8], pp. 179–182). 

2.4.2.5 Trade Secret 

The factual part is created by proper IPM. It covers any information an organization may 
have (formulae, devices, methods, techniques and processes as well as customer contacts, 
business-, sales- and marketing concepts) that are not reasonable to protect or not 
protectable by legal mechanisms ( [47], p. 781). The trade secret provides the possibility to 
protect knowledge that is not reasonable or not possible to protect with other legal protection 
mechanisms. Therefore, the foundation for future success is protected. It is most frequently 
used in the early negotiation states of partnerships ( [48], p. 826). Further the trade secret 
creates an advantage over competitors lacking the information it protects. Additionally, 
maintaining the secret is linked to effort and it can be costly to implement the control 
mechanisms ( [46], p. 157). A disadvantage is that it does not protect against independent 
discovery and reverse engineering. In case of these two events, the advantage provided by 
the trade secret is lost and there is no possibility for a financial compensation ( [53], pp. 95–
96). As mentioned earlier, it is protected by the TRIPS agreement which is mandatory for 
members of the WTO ( [23], p. 61; [39], p. 336, art. 38). 
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2.4.2.6 Human Resource Management 

It generates its importance from the fact that knowledge is created and carried by human 
beings. Hence, it manages the source of the future knowledge and has to be considered as 
an important protection strategy ( [47], p. 782). Further, the knowledge embodied in a human 
being is legally unprotected. Hence the HRM has to implement mechanisms to prevent the 
employees from selling it to the competitors. In order to achieve this, NDAs or non-compete 
agreements are required. The non-compete agreement prevents employees from working 
for the competitors ( [56], p. 43). A proper HRM requires top management involvement. It 
has to identify the core competences of an organization. Based on this, the decision is made 
about what information can be shared and which ones cannot be shared. In other words, 
the top management creates an awareness for critical information ( [55], p. 52).  

2.4.2.7 Complementary assets 

As discussed earlier, every organization owns assets. Those assets can be split into tangible 
and intangible ones. An asset may also have at least one complementary asset. The 
complementary asset adds value to the other asset ( [33], p. 72). Therefore, the 
complementary assets are required to commercialize the initial product like the distribution 
channel of an organization ( [57], p. 4) – for example, purchasing, manufacturing and sales 
assets ( [58], p. 331). Other complementary assets are required in order to use the initial 
asset. To state an example, a car is useless without fuel when it is required to move from 
point a to point b. To speak in terms of knowledge, a machine is useless when there is no 
knowledge of how to use it ( [8], p. 182). Complementary assets can be a result of a good 
IP strategy. If an organization has a monopoly of a good then it might start to produce 
additional “complementary” goods that require the first good to be used. The conclusion 
from this is, that organizations can split their knowledge into small parts that enables the 
workforce to do their jobs but not enough to understand the entire product. This procedure 
has several advantages. First, it prevents knowledge spillovers when an employee leaves 
the organization because the employee only knows a small part of the critical knowledge. 
Second, key employees are identified and HRM can ensure that they stay with the 
organization. Third, it is possible to outsource small parts of the production or transfer them 
within a production network, since they do not contain enough knowledge. Finally, the parts 
with the critical knowledge are identified and can be secured.  

2.5 LEGAL BACKGROUND AND AGREEMENTS 
This section will provide a short introduction about the historical development of the IPR. 
Further, the current state is provided and the important agreements are presented and 
explained.  
The protection of IPRs was developed in the late 19th century. In 1883, the Paris convention 
for Protection of IP took place. It was the first meeting where IPRs were discussed. In 1886, 
the Berne convention discussed the Protection of Literary and Artistic Works. Those 
conventions mark the beginning of the IP protection. The Berne Convention was already 
revised in 1908 and implemented the principle of national protection. The principle grants 
protection for IP based on the national law in this country. Additionally, all member countries 
had to implement a minimum protection of 50 years for the copyright ( [59], p. 24; [60], p. 
95).  
In 1967, the WIPO was founded by the United Nation (UN) with the purpose to provide 
support to developing countries in implementing IPRs. The WIPO administers the treaties 
from Paris and Berne and prevents bypassing, since the treaties are prior to national law. 
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Therefore, it is possible to file a suit in case the protection is too short ( [38], pp. 19–20; [60], 
p. 96).  
The WTO was founded in 1995 as a result from the Uruguay negotiation round (1986-1994). 
In 2016 the WTO had 164 member countries and over 20 countries requested to join [61]. It 
evolved from the General Agreement on Tariffs and Trade (GATT) which was signed in 1947 
to foster the liberalization of the trade and create a rule-based world trade system ( [62], p. 
95). In general, the world trade system should be rule-based and not focused on results ( 
[62], p. 97; [61]). This can be seen as the overall goal of the WTO. As a result, the design, 
the implementation and updating of the procedures rules and guidelines is in the center of 
attention from the WTO. The aspects of export volume or market shares are not considered 
in the agreements ( [62], p. 97). The WTO builds up on five principles to achieve its overall 
goal.  

1. Non-discrimination: Treat every nation as your “most favored nation”. This means 
treat all members in the same way.  

2. Transparency: Actual policies are transparent and made public.  
3. Reciprocity: If you remove a barrier, you can expect the same barrier to be removed 

from your partner.  
4. Flexibility or “safety valves”: At times, it is possible to impose trade barriers, but in 

this case, there are structures and requirements.  
5. Consensus decision-making: Decisions are made by consensus ( [62], pp. 97–98). 

The WTO was not the only result of the Uruguay negotiation. As a part of the WTO the 
TRIPS agreement was established. The agreement deals with IP issues. Additionally, the 
Trade Related Investment Measures (TRIMs) was introduced, which deals with the 
restriction of foreign investments ( [62], p. 105).   
The TRIPS agreement was mandatory to sign for all member countries of the WTO. It 
defines how IPR have to be protected within a country regardless of its origin or destination. 
The agreement proves the increasing awareness for stronger protection mechanisms for IP. 
Still there is evidence, that the agreement was designed in the interest of the developed 
countries to protect its services and IPR in the developing countries. Additionally, 
agreements between WIPO and WTO have been established to minimize the gap of IPR 
protection in the countries across the globe and as already mentioned, to support the WIPO 
in implementing IPR in developing countries (Kuhlen, 2008, pp. 99-101). 
In total, the TRIPS agreement consists of seven parts and the three most important ones 
are presented ( [38], p. 22). The first part calls for national treatment of all WTO-member 
organizations in the protection of IPR. This means that all organizations from member 
countries should be treated in the most-favored and equal way. The second part defines the 
minimum standards of IPR protection that has to be provided. As an example, copyrights 
have to be protected for at least 50 years and patents for at least 20 years. An exception is 
made in terms of compulsory licensing of patent products. In case, the protection of a patent 
results in high social or economic costs, the patent has to be opened for public use. The 
third part describes the rules of enforcement in the member countries. They establish judicial 
bodies with the authority to issue injunctions and award damages in case of an infringement 
of the IPR ( [38], p. 23). In case, a company is unsatisfied with the IPR handling, the home 
government can pursue a formal case through the WTO. If the conflict remains unsolved, 
the Dispute Settlement Understanding (DSU) allows three types of retributions.  

1. Retribution in the similar sector where the original violation occurred 
2. Retribution in a different sector using the same WTO agreement 
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3. Retribution with the use of a different WTO agreement ( [63], pp. 259–260) 

In brief, the WTO consists of its three columns TRIPS, GATT and GATS (Kuhlen, 2008, p. 
98). The relevant aspects for the protection of IP are governed by the TRIPS agreement. It 
ensures a minimum length of the IP protection around the globe in the member countries of 
the WTO. 

2.5.1 GERMAN LAWS 

This part describes the relevant German laws for the protection of knowledge, know-how 
and IP ( [18], pp. 178–179). The laws for the protection of patents, design rights, trademarks 
and the copyright are embedded into the chapters above.  

2.5.1.1 Gesetz gegen den unlauteren Wettbewerb / Act Against Unfair Competition 

The law „Gesetz gegen den unlauteren Wettbewerb“ (Act against Unfair Competition) 
provides protection to organizations against imitation and dishonest competition from 
competitors. Simultaneously the public interest of genuine competition is ensured (§1 UWG). 
The articles §§17-19 UWG ensure and protect the trade secret. Article §17 protects against 
the illegal disclosure of information, prevents betrayal from the workforce and prohibits 
intelligence from competitors. The use of a competitor´s knowledge like formulas, blueprints 
or models is prohibited if it is gained from methods stated in §17 (§18 UWG). Additionally, it 
is prohibited to motivate a competitor´s employee to disclose internal information (§19 
UWG). To sum it up, it is prohibited to disclose internal information during the employment, 
as well as betrayal or intelligence of the employer (§17 UWG). Usually it is also written down 
in the employment contract. It is illegal to motivate anyone to disclose internal information 
(§18 UWG) and the use of internal information is also prohibited without permission (§19 
UWG). The permission can be granted by licenses (Bundesministerium für Justiz und 
Verbraucherschutz, 2016; [53], pp. 96–97). 

2.5.1.2 Strafgesetzbuch / Criminal Code 

The “Strafgesetzbuch” or criminal code contains several articles which, independently from 
the UWG, grants protection against intelligence and betrayal. On the one hand, it prohibits 
intelligence activities and treason (§§93-99 StGB). Indeed, treason occurs rarely in business 
context but the threat of industrial espionage is increasing ( [36], p. 187). The criminal code 
provides protection for the trade secret (§203 StGB), data (§202a StGB) and postal privacy 
(§206 StGB). Relevant articles for the protection of the trade secret are §§201-206 
(Bundesministerium für Justiz und Verbraucherschutz, 2017f). The organization is 
responsible to use a proper IPM to implement required structures like access limitation to 
data and the documentation of owned knowledge and an effective monitoring of the IP. 
Without governance rules concerning the trade secret within an organization it is not 
possible prosecute rule infringements and obtain a certain level of security 
(Bundesministerium für Justiz und Verbraucherschutz, 2017f; [53], p. 97). 

2.5.1.3 Bürgerliches Gesetzbuch / German Civil Code  

German Civil Code or “Bürgerliches Gesetzbuch” also provides protection for trade secret. 
§823 Sec. 1 BGB ensures indemnity in case of an infringement against the owned property. 
Additionally, a combination with other laws is according to §823 Sec. 2 BGB possible. 
Therefore, property, IP and secrecy are protected by law. They just require proper structures 
within the organization to yield a claim against the violators. Besides, §826 BGB can be 
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considered in case the UWG is violated (Bundesministerium für Justiz und 
Verbraucherschutz; [53], p. 97).  

2.5.1.4 Grundgesetz / German Constitution 

The German constitution “Grundgesetz” grants protection for the property and the heritage 
(Art. 14) (Bundesministerium für Justiz und Verbraucherschutz). This means the property is 
protected and the level of protection is granted by other laws.  

2.5.2 ANGLO-SAXON LAWS 

This part summarizes the laws for the protection of knowledge, know-how and IP in US and 
UK.  

2.5.2.1 The Patent Act (UK) 

The Patent Act of the UK defines a patent with all the requirements to acquire it. Therefore, 
a patent has to be new, it involves an inventive step and it has to be commercially applicable 
(§1 Sec 1 Sentence a-d). Additionally, §25 Sec 3 limits the protection for a patent to 20 
years. The period begins with the filing of the application at the patent office (§14-15). An 
application is mandatory to acquire patent protection. The next consecutive step is to check 
whether the patent fulfills the requirements stated above or not (§17-18).  After a patent is 
granted, all the information the application contains, are published in a journal to grant 
access to the new invention (§16 Sec. 1). Last but not least, it is required to pay the fee for 
the patent for the registration and annually to ensure that it remains valid. In case the fee is 
not paid, the patent ceases to have effect after the period (§25 Sec 3) (Intellectual Property 
Office).  

2.5.2.2 Registered Design Act 

According to §1 Sec. 1, the registered design act protects a design after a successful 
application. The term design refers to the appearance of a product. This means all lines, 
contours, colors, shape, textures or the materials of the product can be protected (§1 Sec. 
2). A design has to be new and it needs to differ from all other designs (§1B Sec. 1). A 
design only protects the appearance of a product and not its technical functions (§1C Sec. 
1). As already stated, an application is required. It has to be filed at the patent office (§3 
Sec. 1). After a successful application, the owner owns the exclusive right to use the design 
(§7). The design is protected for a period of five years (§8 Sec. 1) after the date when the 
application was filed (§3C). The protection can be renewed four times for additional five 
years. It only requires to pay the renewal fee (§8 Sec. 2). Therefore, the total possible 
protection time is 25 years. (Intellectual Property Office). 

2.5.2.3 Trade Mark Act 

The Trade Mark Act (TMA) protects all signs which are capable of representing something 
or distinguish a certain product or service from a competitor. A trademark can consist of 
words, designs, letters, numbers, the shape of goods or their packaging (§1 Sec. 1). A 
trademark has to be registered at the Intellectual Property Office. The administration checks, 
whether a trademark is new and differs from the existing ones. Further, no technical 
functions can be protected and certain signs (e.g. The Union Jack) are excluded from the 
protection (§3). After a successful registration, the new trademark is published (§38). As an 
example, all the valid trademarks of the UK are published in the weekly journal of the 
Intellectual Property Office (Intellectual Property Office).The protection is valid for a period 
of ten years (§42 Sec. 1). It can be renewed for additional ten years by paying the renewal 
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fee before the expiration date (§42 Sec. 2, §43 Sec. 3). There is no limitation, how often the 
trademark protection can be extended. Therefore, an infinite protection is possible. 
(Intellectual Property Office) 

2.5.2.4 Copyright, Design and Patent Act 

The copyright grants property rights to the creator of a work in terms of films, literature, 
music or artistic works (§1 Sec. 1). In other words, the copyright grants an exclusive right to 
the creator. It is valid for 70 years from the end of the year in which the creator dies (§12 
Sec. 2). In case, the work was created by multiple creators, the death of the last one is taken 
as reference to distinguish the 70 years period (§12 Sec. 8). The protection is automatically 
granted right after the idea leaves the mind of the creator and is embodied in a physical 
form. There is no registration process required (Intellectual Property Office).  

2.5.2.5 The Common Law and the duty of Confidence 

The information must have been communicated as sensitive. It is prohibited to disclose that 
sensitive information to anyone else. It should not become public nor be available from any 
other source. Also, unauthorized use is prohibited (Department of Health and Social Care). 

2.5.2.6 US Patent Act 

A patent is protected for 20 years from the point of time when it was filed (§154 Sec. 2). It 
grants exclusive use to its owner in terms of producing, using, offering and selling (§154 
Sec. 1). An application has to be made at the United States Patent and Trademark Office 
and contain a precise description of the invention (§111). In order to acquire a patent, the 
invention has to be new and not published before (§100-110). Additionally, all patent 
applications are published (§122). (United States Patent and Trademark Office) 

2.5.2.7 US Trademark Law 

A trademark has to be requested at the United States Patent and Trademark Office. It grants 
the right of exclusive use to the holder of the trademark. All trademarks are registered in the 
Principal Register (§2.46). The protection is granted for ten years and can be renewed for 
additional ten years (§2.181 Sec. 2). In order to extend the protection a renewal application 
is required and a fee has to be paid (§2.183). Otherwise, the trademark expires. There is no 
limitation, how often a trademark can be renewed, thus infinite protection is possible. (United 
States Patent and Trademark Office) 

2.5.2.8 Copyright law of the US 

The copyright protection comprises any work in the area of literature, music, drama, movies, 
acting or arts (§102). A copyright grants the exclusive use of the work in terms of reproducing 
and distribution (§106). The copyright distinguishes between works created before the 1st 
January 1978 and the ones created on or after this date. Generally, all the works created on 
or after the 1st January 1978, are protected for 70 years after the death of the creator (§302 
a). In case of a joint work, the death of the last creator is relevant to determine the beginning 
of the 70 years protection period (§302 b). The copyright expires always by the end of the 
calendar year they would normally expire (§304) (Copyright Office of the United States). 

2.5.2.9 Defend Trade Secret Act 2016 

It provides a legal background to the trade secret owner in case of an infringement (Sec 2 
Sub 1). The law prohibits misappropriated acquiring of a trade secret as well as the use and 



 

D6.2: Knowledge Protection Specification 31 / 32 
 

disclosure of it (Sec 5). Further, an employer needs to communicate a trade secret to the 
employees to create awareness for the use of confidential information (e.g. in a contract) 
(§1836 Sec 7 Sub 3). The theft of a trade secret can be fined with a penalty up to 5,000,000 
$ or three times the value of the trade secret, including all the expenses for research and 
design and all the other costs, which have been saved by the improper appropriation of the 
trade secret (§1836 Sec 3 Sub 1) (US Government Information). 

2.5.2.10 Uniform Trade Secret Act  

The Uniform Trade Secret Act (UTSA) provides the legal base for the protection of a trade 
secret within the United States. A trade secret can be defined as a formula, pattern, 
compilation, program, device, method, technique or process which has an economical value 
and is not commonly accessible for the public (Sec 1 Sub 4). The law prohibits the illegal 
acquiring of a trade secret. This means more specifically theft, bribery, breach of duty to 
maintain the trade secret, espionage or unauthorized disclosure of a trade secret (Sec 1 
Sub 1-2). In case of misappropriation, damage claims are valid. The damage includes the 
actual loss of the misappropriation and the unjust enrichment of the misappropriation (Sec 
3 Sub a) (National Conference of Commissioners on Uniform State Laws).  

2.5.2.11 Madrid Agreement Concerning the International Registration of Marks   

The Madrid Agreement was first concluded in 1891 and revised many times (e.g. Brussels 
1900, Washington 1911 or Stockholm 1967) and enhanced in 1979. In 1989, the Madrid 
Agreement was concluded with the related protocol, which strives to make the Madrid 
System more flexible and applicable to the domestic law. In brief, this system provides the 
possibility to protect trademarks easily in the participating countries (Hoffmann and Richter, 
2011, p. 24; [64]). By the end of 2017, more than 100 countries are members of the Madrid 
Union [64]. An international application for the registration of a trademark has to be done at 
the trademark office in a contracting country. It has to be filed in English, French or Spanish 
(Article 6) and presented to the International Bureau of the WIPO. The protection is granted 
with the day of the international registration. Once the mark is registered to the International 
Register, it is published in the WIPO Gazette of International Marks which is the official 
notification for all contracting members ( [64]). Besides the advantage of just filling one 
application in one language over filling an application in each country in the national 
language, the Madrid System provides also a financial benefit. It is only necessary to pay a 
fee every tenth year to renew the protection (Article 10 & Article 30). This fee has to be paid 
in the Swiss Franc currency (Article 35). In case the currency is higher or lower than 5% for 
more than three consecutive months compared to the last exchange rate used to calculate 
the individual fee, it is possible to generate a new amount (Article 35c). Additionally, if the 
currency is lower than 10% for three consecutive months compared to the last exchange 
rate applied, the Director General should establish a new value for the individual fee (Article 
35d) ( [65]). 
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3 SURVEY ABOUT IP PROTECTION  
3.1 QUESTIONS AND ANSWERS 
The following survey was conducted among SMEs in the aviation industry. The aim of this 
survey is to identify protection mechanisms for IP in the aviation industry. Based on the 
result of this research recommendations for the DIGICOR platform are created. In literature, 
multiple studies concerning IP in organizations have been conducted, but none of them has 
explicitly focused on SMEs in the aviation industry ( [44]; [47]; [49]; [45]; [66]; [51]). 
Therefore, it is necessary to conduct a survey that focuses only on the SMEs in the aviation 
industry to generate specific results. The study was conducted based on the results of 
interviews which had been performed before by Hanse-Aerospace Wirtschaftsdienst GmbH. 
Additionally, some of the questions are based on the study “IP-Check Mittelstand – Eine 
empirische Untersuchung zum Schutz des geistigen Eigentums im norddeutschen 
Mittelstand” which was conducted by Ringle et al. in 2015. The goal was to verify the results 
from the interviews with a larger sample size. Additionally, information about the use of IP 
in SMEs are required and as a last part, general information about the organizations are 
collected. Further, it is possible to compare the results to the one from the study of Ringle 
et al. to see if there are similarities. 
Due to the fact of a limited budget and a comparable large sample size (the members of 
Hanse-Aerospace e.V.) an online survey was conducted. The questions were designed 
according to the 13 principles stated by [67], pp. 124–133.  
The most frequently used answer schema for ratings investigating personal opinions is the 
“Likert scale”. It is distinguished between the five-tiered and the seven-tiered scale, whereby 
the first one occurs most frequently. The five-tiered Likert scale contains the following items: 
strongly disagree, disagree, neither agree nor disagree, agree and strongly agree ( [68], pp. 
397–399). Presenting more than eight answers would bias the respondents, because the 
list of answers is too long and they favor the first or the last answer ( [69], p. 46). Further, 
the scale needs to be equal to prevent bias. An equal scale contains a similar number of 
positive and negative answers. The mid-point represents the neutral answer. Without a 
neutral mid-point, the participants are forced to give a tendency towards the topic ( [70], p. 
239). 
The answer category “don´t know” can be seen critical, because some scholars consider it 
as not relevant for questionnaires. It is argued that the category provides a possibility to 
escape tricky questions. An argument for the “don´t know” category is, that the respondents 
are not forced to argue for or against a certain statement. This ensures that the tendency is 
not influenced by the answer scheme ( [67], p. 141).  
Since the purpose of the survey was to investigate tendencies in the aviation industry 
concerning IP, the Likert scale was used because of the aspects mentioned before.  
The survey was conducted among the 151 members of the Hanse-Aerospace e.V. In total, 
65 responses were received via the online survey tool. This is equal to a response rate of 
43.05%. 23 answers are complete and are taken into the analysis and 42 responses are 
excluded from the analysis because the participants did not answer all the questions and it 
would distort the result. This means, 35.38% of the answers are considered for the analysis 
and the response rate declines to 15.23%. The purpose of this survey was to identify the 
business activities as well as the knowledge about the topic IP and the frequency of IP 
protection mechanisms in the organizations. The results are required to adapt the process 
of the DIGICOR platform to its users´ needs. The following are only the answers relevant for 
Knowledge Protection. 
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The first relevant question investigates the significance of IP for the business of the 
organizations (see Figure 5).  

 
Figure 5: What significance does the topic IP have for your business? 

 
As a result, 69% of the participants state, that IP has a high significance for their business.  

 
Figure 6: IP gains significance in the future. Do you agree or reject this statement? 

 
The next question is about the opinion of the participants, whether or not IP gains 
significance in the future. The result shows that three quarter of the participants strongly 
agree with the statement “IP gains significance in the future” (see Figure 6). 
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Figure 7: Our Organization has concrete knowledge about protection mechanisms of 

intellectual property. Do you agree or disagree with this statement? 
 

The next question presented the statement „Our Organization has concrete knowledge 
about protection mechanisms of intellectual property”. The participants were asked, if they 
agree or disagree with this statement. The result shows that 35% strongly agree and 44% 
agree with this statement. In combination, more than three quarters of the participants agree 
with the statement (see Figure 7). 

 
Figure 8: How many patents does your organization own? 

 
The next question investigates the number of patents within the organizations of the 
participants. Only 13% own more than five patents. Almost half of the organizations do not 
own a single patent (see Figure 8).  
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Figure 9: How many registered designs does your organization own? 

 
The next question investigates the frequency of registered designs in the organizations. The 
number of registered designs is lower compared to the number of patents. Almost three 
quarters of the organizations do not own a registered design (74%) (see Figure 9). 

 
Figure 10: How many trademarks does your organization own? 

 
The next question is about the number of trademark within the organizations. The number 
of organizations owning a trademark is almost equal to the number of organizations without 
a trademark. It still means, that more than half of the participating organizations do not own 
a trademark (52%) (see Figure 10). 
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Figure 11: How many design patents does your organization own? 

 
The next question is about the number of design patents within the organizations. As a 
result, 65% of the organizations do not own a design patent (see Figure 11).  

 
Figure 12: How many NDAs does your organization own? 

 
The next question is about the number of NDAs occurring in the organizations. The result is 
inversed to the other IP protection mechanisms investigated. 69% of the organizations own 
more than five NDAs (see Figure 12).  
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Figure 13: Is there any internal strategy concerning IP? 

 
The purpose of the next question was to figure out, whether or not the organizations have 
any internal strategy concerning IP. The result shows, that only 35% of the participants state 
that an internal IP strategy exists (see Figure 13). 

 
Figure 14: Is there a responsible person for IP / IP-Management? 

 
The next question was about the responsible person for IP or IPM. First the participants 
have to state whether or not there is a responsible person and if the answer is yes, they 
were asked to state the name of the position of the responsible person. The majority of 
organizations do not have a responsible person for IP or IPM. This is alike with the question 
before. Only 30% state that that there is a responsible person and only 15% stated the name 
of the position (see Figure 14). The stated answers are that the top-level management is 
responsible for the IP. Second, contractual regulations are individual for each employee. 
Third, each employee is responsible for the protection of the IP. The last answer was that 
there is a management for the patents and / or designs.  
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Figure 15: IP is adequately protected in the organization. Do you agree or disagree with 

this statement? 
 

The next question was about adequate protection of the IP in the organization. The majority 
of the respondents agree with the statement (52%) but only 9% strongly agree with it (see 
Figure 15). This means there is room for improvement of the protection.  
 

 
Figure 16: Are IP infringements prosecuted? 

 
Another interesting aspect is investigated by the next question. It is about the prosecution 
of IP infringements. The majority of 65% state that their organization prosecutes IP 
infringements (see Figure 16). This is surprising since the majority of the organizations do 
not own many IP.  
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Figure 17: Do you commercially use IP-rights by licensing them to others? 

 
The next question is about the commercial use of IP in terms of licensing agreements. The 
majority of the organizations (52%) do not use licensing agreements (see Figure 17).  

 
Figure 18: Do you commercially use IP-rights (Joint Ventures, Cross-licensing 

agreements)? 
 

The next question is about the commercial use of IPR in Joint Ventures or cross-licensing 
agreements. 65% of the respondents are neither part of a Joint Venture nor have cross-
licensing agreements (see Figure 18).  
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Figure 19: Do you use your IP to maintain your competitive position by blocking 

competitors?  
 

The next question investigates, if the IP is used to maintain the own competitive position, by 
blocking competitors. Since the organizations are not using their IP-rights frequently in 
licensing agreements it is surprising, that they do not use the IP to block competitors. Only 
30% of the participating organizations use their IP to block competitors and maintain their 
own competitive position (see Figure 19).  

 
Figure 20: Do you participate in production networks? 

 
The next question investigates whether or not the participants are part of a production 
network. The majority of 74% are not part of a production network (see Figure 20).  
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Figure 21: Would your organization become active in production networks if a catalogue 
of rules on IP compliance were to exist and be recognized and respected by the partners? 

 
The next question investigates if a catalogue of rules on IP compliance would motivate the 
participants to become active in production networks. 61% of the respondents would be 
active in production networks if a catalogue of rules on IP compliance would exist (see Figure 
21). 
The third part of the survey collected general information about the organizations.  

 
Figure 22: Number of employees  

 
The majority of organizations employ between 20 to 50 employees (35%) or more than 100 
employees (26%) (see Figure 22). 
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Figure 23:  Age of the organization  

 
The majority of organizations exist for more than ten years (78%) (see Figure 23). This 
means that the organizations reached a mature state and have established themselves at 
their markets. 

 
Figure 24: Annual turnover of the organization  

 
Finally, the annual turnover of the organizations was investigated. The majority of 
organizations generate an annual turnover which is larger than 10 million € (39%) (see 
Figure 24). 
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3.2 CONCLUSIONS FROM THE SURVEY 
This part draws the conclusions from the evaluation of the survey. It is structured in three 
parts. First the recommendations for the organizations are given. Second, the results are 
linked to the development of the processes for the DIGICOR platform. Third, limitations of 
the survey are stated.  

3.2.1 GENERAL CONCLUSION BASED ON THE SURVEY 

The organizations strive to maintain or increase the current business volume. This should 
be achieved by deepening the current customer relationships. In order to achieve this, the 
organizations should focus on a stronger interaction with the customers in terms of sharing 
information to become more efficient. Additionally, the acquiring of new customers in both 
existing and new markets is relevant to achieve the overall goal. This is aligned with the 
pursuit to maintain or increase the current business volume. For the organizations, the 
personal interaction with potential customers is really important. Due to the increasing 
Digitalization of various business areas, it would be recommendable to implement more 
digital activities like e.g. web search, to find potential new customers to support the acquiring 
process of new customers. The digital activities do not replace the personal interaction but 
they increase the range to find potential customers. An internet-based platform to publish a 
Call for Tenders (CfT) would foster this process because it brings customers and suppliers 
together. As a result, it speeds up the time required to get in touch with potential customers.  
Generally, it can be stated, that the SMEs in the aviation industry rely more on secrecy as a 
protection strategy for their knowledge than on legal mechanisms that create a property 
claim. In other words, an NDA occurs more frequently than a patent. Finally, the SMEs in 
the aviation industry consider IP as important for their businesses and expect IP to increase 
in significance in future. This is alike with the development of the value of the intangible 
assets within organizations. In order to prove the increasing importance of IP, the number 
of IP infringements should be monitored for the following years to investigate if the number 
of IP infringements increase. It can be assumed that the number rises due to the increase 
of the importance of IP. According to this study, the NDA is the most frequently used 
protection mechanism. This contradicts the findings of ( [47], p. 784, and [48], p. 826). It is 
necessary to state that the studies have been conducted in different branches hence the 
results are likely to be not comparable.  

3.2.2 CONCLUSION FOR THE ORGANIZATIONS 

The participating organizations consider IP as important for their businesses and expect the 
significance of IP to further increase. This is aligning with the general increasing awareness 
towards the topic IP. Further it is explainable with the increasing importance of intangible 
values in organizations and the awareness that knowledge is the only source for a 
sustainable competitive advantage. As a consequence, the organizations have to implement 
an internal strategy towards IP and its management to handle the upcoming strategic 
importance of it. The implementation of an internal strategy is linked to the assigning or 
creation of a responsible position for the topic IP. Both, the internal IP strategy and a 
responsible position, are currently missing in most SMEs. Further, the survey indicates that 
the organizations mainly rely on secrecy as a protection for their internal knowledge. This 
conclusion results from the low number of legal protection mechanisms (patents, registered 
designs, trademarks or design patents) the participating organizations own compared to the 
number of NDAs. This can be referred to the missing financial power of the SMEs to 
prosecute and enforce IPR in case of an infringement ( [41], p. 41). Nevertheless, the 
organizations have to be aware of the risk of NDAs and trade secrets. It is difficult to prove 
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an infringement and after the violation occurred, the damage cannot be undone. Additionally, 
they do not create a property claim for the owned knowledge and therefore the 
compensation claim is difficult to achieve. Also, the risk of an independent discovery of the 
knowledge exists. Besides the loss of the competitive advantage, the risk of a patent 
application by a competitor is present. As a result of a patent application, the organization 
loses the right to use the technology or produce that kind of product. In order to minimize 
this risk, the organizations should consider defensive publishing as a potential strategy to 
prevent successful patent applications and maintain their area of operations.  
Further, the organizations should consider an expansion of their protection mechanism 
portfolio to financially benefit from the created IP. One possibility is to apply for a patent and 
generate licensing fees with it ( [41], p. 115). Moreover, the fees can finance the costs for 
the patent application. Furthermore, the organizations have to create trademarks, because 
most of them do not own one. This is surprising, since every organization owns a logo or 
another symbol that distinguishes them and their products from their competitors. As 
mentioned above, [8], p. 208, stated the trademark as the base for brand recognition and 
thus a factor for a competitive advantage. Additionally, a trademark prevents unauthorized 
use of a logo or a brand. Therefore, the organizations should apply for trademarks and 
create a brand image based on it. The strengthening of the IP portfolio improves the 
negotiating position of an SME when entering a collaboration or negotiating with customers.  
In brief, the SMEs should assign a responsible position for the internal knowledge and IP 
and implement an internal strategy. Additionally, an expansion of the owned IP should be 
considered to financial benefit from it by generating licensing fees. 
Despite all the stated suggestions, more than three-quarters of the respondents stated that 
their organizations have concrete knowledge about the protection mechanisms of IP. As an 
assumption, they are satisfied with the level of IP protection that can be provided with the 
knowledge about protection mechanisms. 

3.2.3 CONCLUSION FOR THE DEVELOPMENT OF DIGICOR PLATFORM 

A conclusion for the DIGICOR platform can be generated because the survey was executed 
among potential users.  
First of all, the processes of the DIGICOR platform need to tackle the problems that have 
been identified by the survey for the participation in the supply chain of large manufacturers 
and to collaborate with partners to jointly offer a product or service. The purpose of the 
platform is to provide SMEs access to the CfT of larger manufacturers. Due to the idea to 
enable the organizations to form virtual organizations (VOs), the purchasing conditions as 
well as the requested risk-sharing capabilities should be manageable for the SMEs. 
Additionally, clear communication processes have to be established to provide a common 
understanding of the tender and a clear communication structure between all parties. 
In terms of a collaboration, the DIGICOR platform has to support the handling of the contract 
management for the creation of a VO. Further, the coordination effort for the partners has to 
be minimized to keep the costs as low as possible. Finally, the platform has to ensure that 
competitors are not part of the same VO. Also, the access to internal information of a 
competitor should be prevented. Both aspects have to be considered in order to prevent 
undesired knowledge spillovers and prevent the organizations from losing a competitive 
advantage. In order to prevent access to the internal information of an organization on the 
DIGICOR platform a suitable structure has to be developed.  
Second, mechanisms that create trust between the interacting parties are required. 
According to the study, missing trust is the major barrier for the formation of collaborations. 
Therefore, a catalogue of IP-rules has to be created. This catalogue is part of a code of 
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conduct that standardizes the way how business is done on the platform and establishes 
rules for the collaborations (see deliverable D6.1). Additionally, NDAs are required to ensure 
that knowledge can be shared in a trustworthy environment and ensure that the knowledge 
is not shared with others. Furthermore, it is necessary, that the platform can provide 
trustworthy information about the reliability and professionality of potential partners. An 
algorithm has to be developed, that creates a reliable ranking. Potential partners are 
suggested based on this ranking.  
Third, a standardized environment is required to enable the organizations to quickly form 
new collaborations. This means, the members of DIGICOR have to agree on standardized 
technologies and processes or the platform will provide a standardized structure. As a side 
effect the efficiency of the VOs is increased. 
Last but not least, it has to be noted that the DIGICOR platform provides a solution to get 
potential partners in touch. It will not abandon the personal interaction between the parties 
to enter a collaboration. The personal discourse between the parties has been identified as 
the most important part to find potential business partners.  

3.2.4 LIMITATIONS OF THE SURVEY 

The conducted survey has several limitations. First, the survey was conducted with a 
comparable small sample size. Additionally, the sample only contains SMEs from the 
aviation sector and therefore it is difficult to draw a general conclusion. For a general 
conclusion, a larger sample size with SMEs from different branches is required. 
Nevertheless, the results are comparable to the ones from the survey of (Ringle et al., 
2015a). Second, the response rate of this survey is a little bit low. Third, the survey only 
represents a specific point in time and to see a development or a trend, the survey has to 
be conducted multiple times. Fourth, the background of the individual participants in the 
sample size has strong influence on the result. Therefore, it is necessary to change the 
sample size to verify the results. Additionally, the background of the participants cannot be 
analyzed since no data was collected. In order to trace the background, personal questions 
should be implemented into the next survey. Also, it is traceable which organization received 
the invitation for this survey but it is untraceable whether or not the intended person 
participated in this survey. Theoretically, it is possible that the receiver of the invitation 
delegated the task to participate in the survey to another person without the required 
knowledge to participate in the survey.  
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4 KNOWLEDGE PROTECTION IN PRODUCTION 
NETWORKS 

4.1 COMPARISON OF DIFFERENT PROTECTION 
MECHANISMS 

This chapter strives to compare all the protection mechanisms named and described before. 
The purpose is to generate an overview, which protection mechanism is the most suitable 
for which situation or a certain product or service.  
In order to compare the single protection mechanisms among each other, criteria have to 
be defined. Based on the literature research, the following nine criteria are relevant for the 
comparison. 
The first criterion is the duration of the protection. It is compared how long the maximum 
protection can be guaranteed.  
Second, the cost for the protection is regarded. This includes the costs for setting up the 
protection mechanisms and the costs for maintaining the protection over the entire duration.  
Third, the way is analyzed how the protection mechanism works. This means it is compared 
how the protection is enforced.  
The fourth criterion is the risk of imitation. This does not refer to the risk of product piracy or 
counterfeiting which is an infringement of IPR. Those two threats are mainly influenced by 
the two factors: difficulty to reproduce and the margin that can be generated ( [36], p. 28). 
Much more it is about the legal reproduction and use of the product or the service. A legal 
analysis is the reengineering of the product. This process analyses the structure and the 
functions ( [36], p. 25).  
Fifth, the ways how to acquire the different protection mechanisms are compared.  
The sixth criterion compares the visibility of the protected information. Some protection 
mechanisms provide public access, whereas others do not. Especially when protection 
mechanisms are combined among each other, this criterion plays a key role because it limits 
the possible combinations.  
Seventh, the difficulty to acquire and maintain the protection. Since some mechanisms rely 
on a formal applications process and others require an internal development to generate the 
protection, it represents an important perspective for the IP strategy.  
The eighth criterion is range of validity of the protection. It regards the geographical 
restrictions and limitations, a mechanism has, as well as the quantity of application 
processes required for a large protection area.  
The last one is the strength of the protection mechanisms. It considers the possibility to 
enforce IPR in case of an infringement. 
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Protection 
mechanisms 
/ criteria 

Dura-
tion  

Cost Way of 
protection 

Risk of 
imita-
tion 

How to 
achieve the 
protection 

Visibi-
lity of 
the 
protec-
ted 
infor-
mation 

Difficul-
ty to 
acquire 
the 
protec-
tion 

Range of 
validity 

How 
strong 
is the 
acqui-
red 
protec-
tion 

Patents Long High Exclusive 
use 

Low Formal 
application 

Yes Medium Limited but 
can be 
expanded 

Strong 

Registered 
design 

Long High Exclusive 
use 

Low Formal 
application 

Yes Medium Limited but 
can be 
expanded 

Medium 

Design 
protection 

Long High Exclusive 
use 

Low Formal 
application 

Yes Medium Limited but 
can be 
expanded 

Strong 

Trademark Theoreti
cally 
infinite  

Low Exclusive 
use 

Low Formal 
application 

Yes Medium Limited but 
can be 
expanded 

Strong 

Copyright Really 
long 

No 
cost 

Exclusive 
use 

Low Automatically  Yes Low International Strong 

Trade secret Long High Hide 
information 

Medium Establishing  No High International Strong 

Layout 
designs 
(topographie
s) 

Long /  Exclusive 
use 

Low Formal 
application 

Yes Medium Limited but 
can be 
expanded 

Strong 

Technical 
protection 

Medium High Hide 
information 

High Establishing  No High International Medium 

Complexity 
of design 

Medium High Hide 
information 

High Establishing  No High International Medium 

Access 
limitation 

Short Medi
um 

Hide 
information 

Medium Establishing  No Low Limited to 
internal 
control 

Low 

Lead-time Short High First to 
market 

High Development Yes High Market Low 

Continuing 
development 

Short High First to 
market 

High Development Yes High Market Low 

HRM Medium Medi
um 

Ties 
knowledge 
to the 
company 

/ Build up a 
good 
department 

/ Low Limited to 
internal 
control 

Medium 

Contracts Medium Low Hide 
information 

Low Signing Yes, with 
limitation 

Low Limited 
between the 
signing 
parties 

High 

Complement
ary assets 

Medium /  / / Owning / Medium / High 

Table 2: Comparison of the protection mechanisms  
Legal protection mechanisms with a property claim already disclosed the knowledge they 
protect. Due to the already disclosed knowledge, a combination with the legal protection 
mechanisms without a property claim is not suitable. Additionally, only a few of the factual 
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protection mechanisms are suitable. For example, technical protection measures, because 
they ensure that the quality and the origin of spare parts can be ensured ( [23], p. 76). Also, 
complementary assets are suitable because they add value to the initial asset or enable the 
organization to earn profit with it. Finally, the legal protection mechanisms with property 
claim can be combined among each other to maximize the protection. In terms of the legal 
protection mechanisms without a property claim, a combination with the factual protection 
mechanisms is recommendable. Since the factual protection mechanisms mainly rely on 
secrecy, they support the purpose of the legal protection mechanisms without a property 
claim to maintain the secrecy about the asset.  

 
4.2 KNOWLEDGE TRANSFER IN A PRODUCTION NETWORK  
A production network consists of multiple hierarchical levels. The knowledge flow within a 
production network differs from the flow of the products in a production network. The flow of 
a product is bottom-up. It starts at a low hierarchical level and moves up to the brand leader 
(BL) at the highest hierarchical level. Obviously, knowledge is embodied in the product and 
therefore, knowledge is also transferred bottom-up. Nevertheless, knowledge is also 
transferred in the opposite direction, which is top-down.  The initial call for a new product 
starts at the highest hierarchy level and moves to the lowest hierarchical level. At each level, 
the initial call for a new product is decomposed into smaller tasks and these sub-tasks are 
transferred to the lower level. Each task transfers knowledge to the lower level. Figure 25 
visualizes the continuous knowledge exchange between two tiers, in this case between a 
BL and a contract manufacturer (CM).  

 
Figure 25: Knowledge transfer between two tiers 

(Source: own representation, based on [71], pp. 1420–1422) 
The higher tier, in this case the BL, transfers the requirements for the new product to the 
lower tier, the CM. Additionally, the CM receives management skills and competences from 
the BL to be able to fulfill the requirements of the BL. With the delivery of the new product 
to the BL by the CM, knowledge about the product is transferred to the BL. On the one hand, 
the BL checks if the product fulfills the given requirements, and on the other hand, the CM 
provides information, how the requirements of the BL are achieved. Additionally, knowledge 
about new process can be transferred. Further the BL acquire new management skills and 
competences from the CM.  
It is possible to distinguish between three types of knowledge transfer. The main criterion 
for the distinction is the relationship between the two interacting organizations. It varies on 
the level of standardization of the provided product or process ( [72], p. 372). 
A supplier with a highly standardized product is unlikely involved into a high level of 
knowledge transfer, since the supplier only needs (knowledge) information about the type 
of product, the required quality, the quantity and the delivery date in order to fulfill the product 
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request. Hence no extensive knowledge transfer is required and the transferred knowledge 
is already codified because there is no risk for knowledge spillovers.  
The second type of supplier provides the buyer with a non-standardized product. This 
requires a more extensively transfer of knowledge in order to enable the supplier to provide 
the requested product. Besides the basic information stated above, the buyer provides the 
supplier with unique product specifications and the required product design. As a result, a 
higher level of knowledge transfer occurs and the supplier might gain knowledge about 
sensitive information. 
The third type is a customized product. The buyer involves the supplier into R&D activities 
to develop a product that exactly meets the required criteria. Therefore, a high degree of 
knowledge exchange is required and besides the codified knowledge also tacit knowledge 
is transferred. It can be achieved by exchanging workforce. This high degree of knowledge 
exchange results in an increase of the competitiveness of the buyer, because the 
performance in terms of innovation, efficiency, quality and time is increased [72], p. 372. 
The increased importance of knowledge has been stated earlier, but still an efficient 
knowledge transfer is important in order to outperform competitors [56], p. 44. Nevertheless, 
an extensive knowledge transfer obtains risks. First, in order to easily share knowledge, it 
has to be codified. A high level of codified knowledge increases a spillover and may obtain 
an undesired advantage to competitors ( [33], p. 66). Second, the wide-spread of knowledge 
results in a loss of control. After knowledge is shared with a supplier, it is impossible to 
control the access to it. Therefore, it is important to carefully select, who to share the 
information with ( [73], p. 58). The effectiveness of the knowledge transfer varies based on 
the factors trust, openness and prior experience ( [73], p. 55).  
In order to sketch the knowledge transfer in a production network, the structure was adapted 
to visualize the knowledge flow (see Figure 26). 

 
Figure 26: Knowledge transfer in production networks 

(Source: own representation based on [71], pp. 1421–1422)  
On the one hand, knowledge is transferred from the higher tier to the lower tier. The 
knowledge can be split into the three groups, requirements, management skills and 
competences. The term requirement refers to quantity, the required quality, the delivery date 
as well as product specific requirements like design or a maximum weight. The management 
skills which can be transferred are basically the same like the definition of management 
stated earlier. The sub-tier can learn how to plan, organize, act and check more efficiently ( 
[21], pp. 6–11). As a result, the sub-tier becomes more reliable and is able to reduce the 
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cost. Both are important factors for the higher tier. It includes sensitive knowledge which is 
passed along. Also, the term capability is broadly formulated. It summarizes all the 
competences an organization has acquired like its core competence, process competences. 
The transmission of competences is connected to risks since undesired knowledge spillover 
may provide an undesired advantage to competitors ( [74], pp. 110–111). An organization 
is not able to control the access to certain competences anymore after they are passed 
along to a supplier or another partner. On the other hand, knowledge is transferred the other 
way, from the lower tier to the higher tier (see Figure 26). In this case product and process 
developments are transferred upwards. Those developments are the result of the knowledge 
which was first transferred to the lower tier. For example, the development of an entire new 
product based on the specific requirements given by the higher tier. To support the 
development process competences are transferred to the lower tier in order to meet the 
specific requirements. Additionally, the higher tier may benefit from transferred management 
skills or competences.  
Based on this knowledge transfer structure in production networks it is possible to identify 
points for the implementation of protection mechanisms.  

 
4.3 POINTS FOR THE IMPLEMENTATION OF PROTECTION 

MECHANISMS 
Based on the described structure for the knowledge transfer in production networks, three 
points for the implementation of protection mechanisms have been identified. First, the 
internal structure of the organization, second the internal creation of the knowledge and last 
but not least the boundary of the organization. All those protection points are only relevant 
for important knowledge assets. Therefore, the knowledge asset has to be evaluated to see 
if a protection is required or not.  
According to the first point, the internal structure of the organization, has to be designed to 
foster knowledge protection. Therefore, the HRM has to create an environment that creates 
an awareness towards knowledge protection among the employees of the organization ( 
[55], p. 52). The awareness can be created with the culture of the organization. Also, 
mechanisms have to be implemented to codify the relevant tacit knowledge that is embodied 
in employees. This prevents the loss of knowledge in case an employee leaves the 
organization ( [8], p. 106). A suitable mechanism is a knowledge database where the 
employees can codify their knowledge concerning a certain topic and to ensure a continuous 
exchange of knowledge between the employees. This ensures that the knowledge is 
embodied in more than one employee. Further, the knowledge assets of the organization 
have to be classified to create a structure with different security levels according to the 
importance of the knowledge ( [75], p. 206). The security clearance for each security level 
is issued based on the need-to-know principle. As a result, each employee only has access 
to the knowledge, required for the performed task. As an additional benefit, the organization 
keeps track of the knowledge assets, hence the organization is able to quickly enter 
collaborations and prosecute potential infringements. 
The second point is the creation of the knowledge asset. As already mentioned the 
protection mechanisms are only important for valuable assets. When the new knowledge 
asset is valuable the organization has to evaluate the most suitable protection mechanism 
based on the following criteria: disclose the knowledge, property claim, expected financial 
potential of the knowledge, risk of imitation, the risk of substitution and expected duration 
for the protection. Whenever the knowledge is disclosed at some point, secrecy as 
protection mechanism is only suitable until the point of the disclosure. Therefore, the legal 
protection mechanisms with a property claim are recommended. In case a property claim is 



 

D6.2: Knowledge Protection Specification 51 / 52 
 

desired, only the legal protection mechanisms with a property claim can serve this purpose. 
The financial aspect for the protection cannot be neglected. When the financial reward from 
the knowledge asset is expected to be low, a protection mechanism should be used that can 
be achieved without investing a lot of money (factual protection mechanisms) ( [7], p. 145). 
For knowledge assets with a high expected financial return, legal protection mechanisms 
with a property claim or a trade secret in combination with factual protection mechanisms 
are recommended ( [41], pp. 171–172). For assets with a high risk of imitation, a legal 
protection mechanism with property claim is recommended because it forbids the imitation 
(see Figure 4). Also, factual protection mechanisms based on exclusive use and legal 
protection mechanisms without a property claim can be recommended. Finally, the expected 
duration for the protection can be considered. The factual protection mechanisms provide a 
shorter duration of the protection compared to the legal protection mechanisms. The 
duration is of specific importance in combination with the expected financial reward from the 
knowledge asset. In case the organization had high R&D expenditures to create the 
knowledge asset, a protection mechanism with a long protection period is recommended 
since the organization has to reach the break-even-point in order to financially benefit from 
its invention. Only a patent can ensure that an organization generates an high revenue from 
its product over a long period of time ( [41], p. 170). 
Finally, the third point to implement protection mechanisms is the boundary of an 
organization. At this point, the boundary paradox has to be tackled and the protection 
mechanisms do not only protect the knowledge of the organization. Moreover, the protection 
mechanisms have to prevent sensitive knowledge from leaving the organization and enable 
the organization to absorb external knowledge. Possible protection mechanisms are 
contracts, NDAs, a sharing tool for the knowledge assets to keep track and have remote 
control to delete the assets and gatekeepers.  
First, the contracts regulate the purpose, usage and access of the shared knowledge assets. 
Further, contracts generate financial compensation for the shared knowledge or provide 
access to external knowledge assets (licensing and cross-licensing agreements).  
Second, the NDAs maintain the secrecy about a knowledge asset. Usually the employees 
of an organization have to sign an NDA in order to prevent them to share knowledge in 
public. Further, collaboration organizations have to sign NDAs to ensure that they maintain 
the secrecy about the shared information. Generally, NDAs prevent undesired knowledge 
spillovers and increase the awareness towards the importance of the shared knowledge ( 
[43], p. 587).  
The knowledge sharing tool provides additional control over the shared knowledge assets ( 
[76], p. 175). It enables to keep track of the knowledge, provides the possibility to restrict 
access and usage rights as well as the possibility to delete the knowledge from a remote 
location. Nevertheless, the system does not provide full protection for the knowledge 
because it cannot prevent illegal copies (for example taking a picture). Additionally, it is 
impossible to delete the knowledge from a human´s mind. Thus, shared knowledge is 
always embodied in the human being with access to it. Further, the organizations require a 
shared IT-infrastructure otherwise it cannot be ensured that the knowledge sharing tool has 
access to the shared data.  
Finally, the implementation of a gatekeeper ensures that the organization controls what kind 
of knowledge is communicated to external sources. This reduces the risk of knowledge 
spillovers but at the same time reduces the ability to absorb external knowledge because 
the number of possible external communication channels is limited to the number of 
gatekeepers ( [55], p. 57).  
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In brief and to respond to the question stated earlier from ( [77], p. 768), organizations have 
to implement protection mechanisms at the three points, namely their internal structure, the 
point of creation of a knowledge asset and at the boundary of the organization to prevent 
knowledge spillovers. Moreover, the mechanisms at the boundary of an organization ensure 
to capture value from external knowledge and spillovers from competitors.  

 
4.4 THE FORMATION OF A VO FROM A COMPETENCE AND 

RESOURCE-BASED VIEW 
According to the RBV, an organization is a bundle of assets and due to the different 
equipment of assets, the organizations perform differently (The Resource-based View). 
Same for the competence-based view where an organization is described as a bundle of 
competences. Therefore, an organization can be described as a bundle of competences 
and resources (The Competence-based View). In the following, the formation process of a 
VO is analyzed based on these two perspectives. The resources refer in this case to the IP 
of the organization. Nevertheless, it is possible to replace the IP in the figures with resources 
in general to have a holistic point of view. It is assumed, that IP is easily transferred into a 
collaboration ( [57], p. 18). 

 
Figure 27: Dividing an Organization into Competences and IP 

Figure 27 visualizes the structure of an organization (O) as a bundle of competences (C) 
and IP. The number of organizations can vary and therefore the number is stated with the 
variable n. Also, the number of the competences within an organization varies, thus the 
number is represented by the variable m. IP is directly assigned to a competence thus it is 
numbered with the variable m as the competences. In case a competence is linked to more 
than one IP asset, it is just counted up (m+1). Same for the IP assigned to a different 
competence. Each IP has to be different and thus it is just counted upwards.  
After the structure of an organization is explained, it is possible to transfer it to multiple 
organizations in a virtual breeding environment (VBE) (see Figure 28).  
For the purpose of simulating the VO formation process, it is assumed that the organizations 
in the VBE have agreed on a long-term agreement. Due to this agreement, the organizations 
have agreed on a common infrastructure and the way how business is done. As a result, 
the organizations are able to quickly form a VO and apply in a CfT.  
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Figure 28: Organizations, competences and IP in a VBE  

 
The structure of the organizations in a VBE is similar to the structure of the organization 
primarily described. Since the competences of an organization are directly linked to the 
organization, it would be possible to start numeration of the competences of each 
organization with number one. As a result, it would be difficult to differentiate between the 
competences. Therefore, only similar competences are indicated with the same number. At 
the same point, this indicates potential competitors in the VBE. In terms of the numeration 
of the IP it is not necessary to distinguish. IP is always directly connected to a competence. 
In the created example, each of the organizations owns different competences (see Figure 
28). The next step is to start the formation process of a VO (see Figure 29). Therefore, a 
potential customer contacts the VBE with a CfT. In order to participate in this tender, the VO 
requires the competences C1, C2, C3 and C7.  
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Figure 29: The formation process of a VO based on a CfT 

 
After the organizations in the VBE have access to the CfT, they perform a tender 
decomposition with the aim to identify, which competences are already available in-house 
and which ones are missing and have to be brought into the VO by potential partners. In the 
example above, the organization O1 identifies the CfT as a possible business opportunity 
since two of the four required competences C1 and C2 are available in-house. Due to this O1 
reaches out for the other organizations O2, O3 and O4 to find potential partners with the 
missing competences and becomes the leading partner (LP). This is called call for partners 
(CfP). Resulting from the CfP, O1 identifies O2 and O4 as potential partners for the formation 
of a VO because they can provide the missing competences C3 and C7.  
As a next step, the organizations O1, O2 and O4 sign a Letter of Intent (LoI) to start the 
formation process of the VO. As mentioned above, within the formation process, the 
organizations have to deal with the legal identity, the regulations for the IP and competences 
brought into the project, the IPRs and the results of the project, the internal and external 
liabilities, knowledge and data sharing strategies of the participants, protection mechanisms, 
control mechanisms, knowledge involvement of each collaboration partner, costs, the legal 
background of the country each organization operates in and finally the principles for the 
collaboration.  
With the successful end of the negotiations for the VO agreement, the organizations form a 
VO and bring the required competencies and IP into it to respond to the CfT.  

4.4.1 IMPLEMENTATION OF PROTECTION MECHANISMS FOR THE VO 

Since a VO is structured like a network the protection mechanisms can be implemented at 
the same three points as stated earlier. The three points are the structure of the 
organizations, the point of the knowledge creation and the boundary of an organization. 
Nevertheless, a VO differs in one point from a production network. A production network is 
long-term oriented whereas a VO is a timely limited collaboration. Additionally, the formation 
is much quicker that the one of a production network. As a result, an organization is able to 
enter multiple VOs in a short period of time. Therefore, it is necessary to keep track of the 
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background IP. In collaborations, especially in VBE and the resulting VOs, the organizations 
have to keep track of their IP in a more active way due to the flexible nature of the VBE and 
the VOs. The lifecycle of a VO can be classified in the three phases “Before a collaboration”, 
“During a collaboration” and “After a collaboration” (see Figure 30). Before an organization 
enters a collaboration, it has to keep the list with the owned IP up-to-date. This includes to 
check if there is knowledge in the organization that has to be protected and at this point 
turned into IP. The owned IP can be entirely or partly brought into the new VO (it depends 
on the requirements of the tender that initiates the foundation of a VO). Nevertheless, 
organizations keep track of their IP not only to be able to protect it and prevent infringements. 
Also, the IP can be used for bargaining when entering the collaboration and the contracts 
and licensing agreements are negotiated. “During the collaboration” all the contracts are 
negotiated and access rights to the partners´ IP are clear. Based on the background IP that 
is brought into the VO, new foreground IP can be developed. This is the result of recombining 
the IP or finally having access to a technology of a partner. Still, each organization has to 
keep track of its own background IP to ensure that no infringements occur and the IP does 
not leave the created boundaries of the VO. Primarily the contracts and the NDAs will ensure 
this. Also, the organizations can implement data management mechanisms that enable 
them to remote control their shared data. This ensures that they can delete the shared data 
but it does not prevent copying the data. Due to this a high level of trust is required between 
the partners that they stick to the contracts and provide the same level of data security to 
the partners´ data as they provide for their own data. After a VO is terminated, the 
organizations split and start to develop new IP based on the foreground IP. The access to 
the foreground IP is defined by the collaboration contracts. Additionally, an organization is 
able to enter a new collaboration and enters the “before a collaboration” phase again where 
the entire foreground and postground IP becomes the new background IP and becomes part 
of the next VO. Due to this, the former partners of a VO have to predefine, how the 
foreground IP can be shared afterwards. It might be critical for some partners when the IP 
is shared with their competitors in a new VO by a former partner. This aspect increases the 
complexity.  
At the end, it has to be mentioned that an organization can be at multiple phases at the 
same time because it is possible that one organization enters more than one VO at the same 
time but for each collaboration an organization has to go through the three phases (see 
Figure 30).  

 
Figure 30: The knowledge protection process in a production network 
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4.4.2 INFLUENCING FACTORS FOR THE FORMATION OF A VO 

The formation of a VO is influenced by eight external factors (see Figure 31). These factors 
directly influence the VO agreement and thus the success of the VO.  

 
Figure 31: Virtual organizations and the external factors 

First of all, as described earlier, the resource equipment of the VO is one factor. It only 
considers the competences and the IP within the VO. The resource equipment mainly 
influences the successful tender processing and thus the overall success of the VO. This 
means that a missing competence is a risk for all organizations in the VO due to contractual 
non-performance within the VO or towards the customer. It needs to be ensured that each 
partner is able to perform the assigned task according to the VO agreement. As a 
consequence, liabilities have to be defined in the VO agreement. Additionally, organizations 
will not share their competences or IP with partners without getting something in return. 
Therefore, a balanced number of IP and competences is required to create an equilibrium 
among the participating organizations. In case of an uneven distribution, the organizations 
are likely to expect a financial compensation.  
Second, the formation of the VO is influenced by the legal background of the participating 
organizations. Several agreements strive to align the legal background in the countries. In 
terms of IP, it works at least for the granted duration of the protection. Nevertheless, each 
organization has to check independently if the own IP is protected in the countries of the 
partner organizations. Without a valid protection, an undesired knowledge spillover might 
occur. This is necessary because IP has to be registered independently in specific areas 
like the EU or specific countries. For example, patents or trademark have territorial 
limitations to the country where an application was performed. Additionally, the handling of 
trade secrets differs around the world. Therefore, it is difficult to enforce a damage claim in 
case of an infringement of a trade secret.  
Third, it can be assumed that each organization shows egoistic behavior and strive to reach 
the highest benefit for itself from the collaboration. Therefore, the organizations might show 
different strategies concerning the knowledge / data sharing within the collaboration. These 
strategies express the willingness of the organizations to share knowledge or data. Four 
different strategies concerning the data sharing are identified. The first strategy is called 
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“Data sharing blockade”. One partner does not share the data. As a response to this 
behavior, the other partner rejects to share any data as well. Second, “partner bullying”. This 
strategy describes a scenario in which one partner is urged to share the data while the other 
is not sharing any data. Third, “Partner opportunism”. One partner shares data whereas the 
other partner only shares simulated data. Finally, “Common information flow”. Both partners 
share the data with each other ( [78], p. 12). These four strategies represent different 
possible behaviors within a collaboration concerning data sharing. They are necessary for 
the DIGICOR platform, since such behavior is likely to occur at the DIGICOR platform.  
Fourth, collaboration principles have to be implemented to structure the work within the VO. 
These principles have to provide a guideline concerning the handling of the data from the 
other organizations, a monitoring or control structure concerning the performance of the 
organizations, a code of conduct for the general rules of doing business. Additional research 
is required, if the proposed principle influence the factor trust. It is assumed that a high level 
of trust has a positive influence on the monitoring or control structure of the VO. A high level 
of trust results in less control mechanisms.  
Fifth, the protection mechanisms, an organization uses internally for their IP or knowledge 
influences the VO ( [79], pp. 7–8). For example, employees have to sign an NDA but are 
assigned to a project with an external partner. The NDA prevents the employees to corporate 
with the partners and therefore has to be adapted to the circumstances of the project. 
Further, the project partners may strive to implement own internal protection mechanisms 
(e.g. a gatekeeper for the communication) to control the knowledge flow within the VO. 
Further security clearances might decrease the efficiency of the VO. Nevertheless, the use 
of formal protection mechanisms reduces the risk of infringements ( [50], p. 608). 
Sixth, the factor cost has to be considered. On the one hand, costs are related to the required 
common infrastructure that has to be implemented with the partners to increase the 
efficiency of the VO. On the other hand, they are related to the IP. Before entering a 
collaboration, the entire IP that is brought into it has to be revised in terms of validity in the 
countries of the collaboration partners. This might result in additional costs to issue the 
required IP in the countries of the partners. Finally, transaction costs have to be considered. 
If they are too high, it is not useful to enter a collaboration from an economic point of view.  
The seventh factor is the liability which can be linked with the legal identity of the VO. In 
case the organizations form a VO with a legal identity, the liability of the VO is restricted to 
the liability of the legal identity. Further, the organizations are able to act as one organization 
and not as contractual network of organizations. As a result, the VO is able to conclude a 
contract with a third party. Additionally, the organizations are legally connected based on 
the VO. When the organizations do not want to be legally connected, they have to create 
contracts that define the liability within the VO. This results in a complex construct of 
contracts which increases the coordination cost for the VO. Further the organization have to 
choose a representing organization. Usually this is the LP of the VO. This is necessary to 
conclude contracts with third parties otherwise the third-party has to conclude a contract 
with each member organization of the VO. The result is a complex construct of contracts 
that increases the complexity to manage the collaboration. 
Finally, the eighth factor is trust. It was stated in the survey among SMEs as the most critical 
factor to enter a collaboration and doing business as well ( [80] p. 884; [56], p. 38; [57], p. 
17). Therefore, the factor trust has to be considered for the formation of a VO. It is assumed, 
that a low level of trust between the possible collaboration partners hinders to formation of 
a VO. Therefore, the level of trust has to be increased to foster the formation of VOs in a 
VBE. Furthermore, the level of trust has influence on the agreement for the formation of a 
VO. It is likely that a high level of trust results in an agreement with less restrictions 
compared to an agreement with a low level of trust.  
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4.5 TRANSFER OF THE RESULTS TO THE DIGICOR PROJECT 
In this chapter, a suitable protection strategy for knowledge at the DIGICOR platform is 
presented. The strategy is generated from the findings of the survey and the theoretical 
framework of the influencing factors for the VO formation process.  

4.5.1 PROTECTION MECHANISMS FOR DIGICOR 

The DIGICOR platform cannot protect the knowledge for the participating organizations. 
Hence the organizations are self-responsible to acquire legal and factual protection 
mechanisms for their IA. The purpose of the DIGICOR platform is to provide SMEs the 
opportunity to form VOs while the DIGICOR platform provides the IT-infrastructure to the 
VOs. Hence the DIGICOR platform has to implement structures and mechanisms to support 
the legal and factual protection mechanisms of the organizations.  

 
Figure 32: Supposed structure for the DIGICOR platform 

First of all, a secure sever infrastructure for the operation of the platform is required. These 
servers have to ensure the overall security of the platform and prevent illegal access and 
loss of data. In order to provide a high level of trust to the organizations of the DIGICOR 
platform, an independent third-party should operate the servers. An important criterion is 
that the organization is not part of any VO of the platform and therefore has no interest in 
accessing specific data on the servers.  
The next step is the implementation of a proper structure on the server. Multiple 
organizations will interact on the server. Hence each organization needs its own private area 
where the own data can be stored. Besides the private area for each organization, a public 
area is required where the CfTs are represented. Further an area for each CfT is required 
because it is standard to sign an NDA before having access to a CfT in a business 
environment. Further, each VO requires an area for interactions between the members, for 
example the coordination of the project or the exchange of data and information. In brief, 
the platform requires a structure with several closed areas for the members to fulfill specific 
purposes.  
Each of the areas requires different security levels to provide additional security to the stored 
data. A certain security level is only accessible by a user with the required security 
clearance. This enables the organizations to structure their area and apply the need-to-know 
principle which ensures that sensitive data is only accessible for the ones that require this 
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information. These security levels require the organizations to structure the information and 
know-how stored at the platform. The organizations have to assign it to the correct security 
clearance. Now the suggested structure for the DIGICOR platform is described that ensures 
a high level of data security. Besides the structure, mechanisms have to be implemented to 
support the protection of information.  
First, a tool for the contract handling of the VOs is required. The tool should be able to edit 
the contracts based on the outcome from the negotiations and enable the organizations to 
electronically sign the contract.  
Second, a virtual identity management system for the validation of documents is required. 
This tool ensures to keep track of the changes performed to a document and provides the 
original document. In order to recognize an original document, a digital signature might be 
the solution ( [76], p. 175).  
Third, a digital rights management system has to be provided. This tool ensures the 
copyrights of a document. It keeps track of the number and length of the views, access to 
the file, altering, sharing, copying, printing and saving ( [76], p. 175). Additionally, this system 
manages the access and usage rights for the documents. In other words, it is possible to 
create reading rights or read and edit rights for users. Further, the digital rights management 
system enables a remote control of the data. This means it is possible to change the setting 
for the rights from any location with access to the DIGICOR platform. Also, it is possible to 
delete the shared data to ensure that it is no longer available to the partners. Finally, the 
digital rights management system ensures to set different security levels to the data. This is 
comparable to access restrictions.  
Finally, a code of conduct for the rules of doing business at the DIGICOR platform is 
required. Besides the common regulations, the code of conduct provides a set of rules for 
the handling of the IC of the partner organizations in a VO. The rules for the handling of the 
IC ensure that IPR are valid and respected. In other words, the infringement of IP of partner 
organizations in a VO is linked to an additional penalty like the exclusion from the DIGICOR 
platform. A compensation payment has to be negotiated between the two organizations 
themselves. Also, it is assumed that the code of conduct with the rules of doing business 
and the collaboration principles directly influences the formation process of a VO (see Figure 
31).  
In terms of the registration process for the DIGICOR platform, the general terms and 
conditions have to be accepted and a general NDA has to be signed. The NDA comprises 
the entire information on the platform like available tenders or member organizations. It is 
necessary to implement NDAs since they have been identified as the most frequently used 
protection mechanisms among SMEs in the aviation industry (see Figure 12). Further, for 
each additional security clearance, CfT or CfP another NDA is required.  
Further, the organizations have to create a profile. This profile contains all relevant 
information e.g. contact or competences.  
Additionally, mechanisms are required that increase the trust among the members of 
DIGICOR. For example, host events to foster the personal exchange between the member 
organizations. Additionally, an algorithm might be implemented that performs the 
prescreening for suitable partner organizations for the formation of VOs. The algorithm 
should be based on objective criteria like the performance in a VO and not on a rating system 
by other organizations. A rating system represents the subjective opinion. Further, this 
algorithm should automatically exclude competitors to prevent a VO that contains 
competitors.  
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4.5.2 THE INFLUENCE OF DIGICOR ON THE VO FORMATION PROCESS 

The DIGICOR platform can be seen as the IT-infrastructure that supports a VBE. It connects 
the SMEs and enables them to form VOs. Hence the DIGICOR platform has direct influence 
on the formation process of the VO and the security of their knowledge. The platform 
influences the principles for collaboration in VOs by providing them to the organizations by 
the code of conduct. This should increase the trust among the organizations and foster the 
formation process of a VO. Besides, the code of conduct presents data and knowledge 
handling guidelines. This ensures that the organizations have a common understanding of 
the knowledge protection and it is ensured that they are capable to protect sensitive 
knowledge from the partners in the collaborations. Additionally, the DIGICOR platform 
should provide monitoring mechanisms to give the possibility to the organizations to monitor 
the progress towards the overall goal of the collaboration. Such a mechanism would identify 
organizations with an underperformance. These organizations are a risk for the entire VO 
they are participating in. Further, the platform reduces the cost for the organization by 
providing them a shared IT-infrastructure. The platform can be used to coordinate the VOs 
and exchange the required information between the member organizations. Nevertheless, 
the organizations are still required to provide the necessary infrastructure in their factories 
and administration buildings. Also, the costs for the contract management can be reduced 
by providing templates to the organizations. It is necessary to mention that each VO is 
unique, hence the organizations have to negotiate the conditions for the VO and adapt the 
templates according to their needs.  
Finally, the DIGICOR platform influences the factor trust by implementing the recommended 
protection mechanisms (Protection Mechanisms for DIGICOR). 

4.5.3 PROCESS IN THE DIGICOR PLATFORM WITH PROTECTION 
MECHANISMS 

The process starts with a registration process. It has to be performed by the SME and the 
OEM. The OEM has to perform the registration to be able to release a CfT at DIGICOR 
platform. Additionally, the OEM has to create a profile that contains the key contact detail, 
the required certifications for suppliers, and sign a general NDA to maintain the secrecy 
about the CfTs at the DIGICOR platform. The registration process for the SMEs is slightly 
different compared to the one of the OEMs. The SME has to create a profile as well. It 
contains, the key contact details, the certifications of the organization and the competences 
that the organization can provide. The creation of a profile is required to speed up the 
mediation process for the formation of the VOs.  
The registration process concludes with the signing of the general terms of the DIGICOR 
platform. The general terms contain the principles for the collaborations, a code of conduct 
and a catalogue of rules to provide guidance for the handling of the shared IP and data 
between the partners of a VO. Additionally, the general terms contain a general NDA to 
maintain the secrecy about the offered CfT. They are comparable to the long-term 
agreement of a VBE.  
After the successful registration, the organizations have access to the public area of the 
DIGICOR platform. The OEMs are able to place CfTs and the SMEs are able to access the 
published CfTs. In case an SME is interested in a CfT, the SME has to sign an additional 
NDA to get detailed access to the preferred CfT. The NDA maintains the secrecy about the 
information the CfT contains.  
With access to the CfT, the SME performs a tender decomposition to get an overview about 
the required competences to participate in this CfT. Two possibilities arise from the tender 
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decomposition. First, the SME owns the required competences and is able to perform the 
CfT on its own. In this point, the SME applies for the CfT. The second possibility is that the 
SME lacks at least one competence and has to acquire them by entering a collaboration 
with a partner. In this case, the SME performs a CfP and reaches out for organizations that 
own the required competences.  
The contacted organizations have to sign an NDA to access the CfP. In case the 
organizations are interested in the CfP they sign a LoI to start the negotiations to form a 
collaboration. The LoI contains the common understanding of the upcoming collaboration 
and is the starting point for the negotiations.  
During the negotiation, the organizations form a VO agreement. The agreement tackles the 
problems that have been described before. When the negotiations are successful, the 
organizations form a VO and apply for the CfT. Whenever an organization enters a 
negotiation process, it is assumed that it protected its relevant background IP in order to be 
able to bring it into a VO.  
The complete process is shown in the overview in Figure 33. 

 
Figure 33: Overview of the processes at DIGICOR 

 
 

Buyer (OEM) releases  
the Call for Tender  

( CfT ) to the DIGICOR  
platform 

Buyer (OEM) and Sales  
(Supplier) have to  

register at the DIGICOR  
platform 

Buyer (OEM) and Sales  
(Supplier) receive  

access to the general  
area of DIGICOR 

Sales (Supplier) checks  
the available  CfTs 

Sales (Supplier) signs  
NDA for detailed  

access to a  CfT for  
tender decomposition 

Buyer (OEM)  
preselects potential  
suppliers for the  CfT .  

Sales (Supplier) has a  
detailed overview  

about required  
competences of the  

CfT 

Application  for  CfT 

Sales (Supplier)  
performs Call for  
Partner ( CfP ) to  
acquire missing  
competences 

Potential partner signs  
NDA to access the  CfP 

Potential partner signs  
letter of intent ( LoI ) to  

start negotiations 

Potential  partner  
performs  tender  
decomposition 

Sales (Supplier) and  
Potential partner start  
negotiations to form a  

VO 
Potential partners  

form a VO 

NDA 

NDA NDA 

VO A 

GT 

GT     = General Terms 
NDA  = Non - Disclosure Agreement 
VO A = Virtual Organization Agreement 
CfT = Call for Tender 
CfP = Call for Partner 
VO     = Virtual Organization 

NDA 



 

D6.2: Knowledge Protection Specification 62 / 63 
 

5 DATA GOVERNANCE MECHANISMS IN DIGICOR 
Information is becoming more and more a valuable asset for organizations. In fact, decision 
making therein is directly affected by two major factors: the mechanisms used to extract 
knowledge out of incoming information, as well as the quality of this information. 
Furthermore, as the service provision chain is becoming complex and often involves multiple 
heterogeneous actors, decision making evolves to a collaborative procedure, implying the 
exchange of information among different actors; in certain cases, these actors are not even 
known beforehand, but cooperate in an ad hoc manner, forming temporary communities. 
With regards to the supply chain specifically, as it constitutes an expanded environment with 
several layers that increase the risk to information assets, attention to all aspects of 
information security is recommended in order to guarantee an environment with less risk for 
information assets. In that respect, towards achieving IP protection, the following families of 
technologies, upon which the DIGICOR data governance mechanisms have been grounded, 
are of particular importance [81]:  

• Digital Rights Management (DRM): Digital rights management was created as a 
means of managing digital data containing intellectual property, and it refers to the 
technologies and mechanisms specifically developed to manage digital rights. DRM 
includes several technology domains including security and trust, payment systems, 
and e-commerce systems. In the entertainment industry, IP protection methodologies 
are driven by the needs of digital multimedia market. In DRM systems, core protection 
technologies include encryption, passwords, watermarking, digital signature, digital 
fingerprint, copy detection systems, and payment systems [82].  

• Access Control: Access control is one of the most effective mechanisms used to 
enhance data security and IP protection, and it constitutes an essential part of any 
collaborative environment to protect data from unauthorized users; complying with 
organizational information security policies and procedures is vital [Soh16]. Users or 
entities in the collaborative process must be identified by properly established access 
control mechanisms before access is granted or authorization is issued. The primary 
objective of access control in collaborative environments is the preservation and 
protection of confidential information, the integrity of data, and continued availability 
of information, systems, and resources. Authentication validates a subject’s identity, 
while authorization determines what resources the subject is allowed to access. 
Authorization also assigns privileges such as the abilities to read, write, or modify. No 
single access control mechanism can provide the greatest overall benefit to all users 
in all circumstances. Trade-offs have to be made regarding performance, 
compatibility, and ease of use for the quality of protection in a particular situation.  

• Cryptography: Cryptography is another technological aspect that provides for 
secure data transfer [83]. It provides the means for baseline data protection, and for 
multi-party authentication and trust validation; solutions such as PKI, X.509, 
SSL/TLS, IPSec, are broadly adopted. Cryptography can be leveraged in order to 
foster data confidentiality, message and information integrity, non-repudiation, as well 
as to empower, by cryptographic means, the enforcement of other functions, such as 
authentication and access control.  

Although effective access control to information constitutes the cornerstone for achieving 
trust, information security and data protection, including the confidentiality of business 
information, considering an environment that is highly distributed and consists of a large 
number of heterogeneous components that interact in a loosely-coupled and dynamic 
manner, while being controlled by different entities, two implications are immediately 
identified: interoperability and enforcement. Interoperability here implies common 
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understanding of security provisions. On the one hand, approaches employing Semantic 
Web technologies in access control (cf. [84] for a survey) foster interoperability only at the 
semantic level, while on the other, as far as the issue of enforcement is concerned, access 
control is typically grounded on the Policy Decision Point (PDP) - Policy Enforcement Point 
(PEP) paradigm governing policy-based systems [85]. Intuitively, this is impractical in the 
considered environment. Eventually, as soon as information is “out in the wild”, the PDP - 
PEP paradigm per se cannot provide any guarantee regarding the enforcement of the 
associated policies. 
Thus within DIGICOR, the Ciphertext-Policy Attribute-Based Encryption (CP-ABE) scheme 
[86] has been leveraged for the cryptographic enforcement of access control policies 
conceptualized in the form of access trees reflecting the logical (AND/OR) relations between 
attributes. In reality, such attributes are usually assigned to the involved stakeholders 
asynchronously and in various contexts, thus extending the notion of the system’s 
heterogeneity beyond the (typically considered) information sources diversity to an even 
greater granularity introduced by the role of the different Attribute Authorities in the 
information distribution ecosystem. 
Further, DIGICOR platform leverages the MPEG-M middleware in order to protect 
information exchanges. In that respect, the use of Digital Items (DIs) encapsulating 
circulated information has been employed; information is protected by leveraging the 
functionality provided by the MPEG-21 licensing scheme [87], with licenses being used as 
secure and unified containers not only for access control policies, which are used for 
protecting the data, but also for attributes, which are distributed to the different stakeholders.  
The afore-mentioned data protection mechanisms (specified in detail in deliverable D3.3 
“Security and Governance Specification”) are integrated to each other by means of the 
Secure Collaboration Hub, which is briefly presented in the following Section (see also 
deliverable D5.1 “Middleware (First Release)”). 

5.1 SECURE COLLABORATION HUB 
Component Description Produced by 
Secure 
Collaboration Hub 

Middleware component orchestrating secure 
collaborations 

SLG 

Content Engine Document and Task Management based on 
Alfresco Content Services and Activiti BPM Engine 

Alfresco – 
configured by 
SLG 

MPEG-M Engine MPEG-M Content and License Service Providers 
for MPEG-21 Digital Items processing 

SLG 

Crypto Engine Legacy and Attribute-based Encryption Crypto 
Engine 

SLG 

Policy Engine Semantic Access Control Policy Engine with 
reasoning capabilities 

SLG 

 
Building on the security and governance specifications of deliverables D3.1 “Middleware 
Specification” and D3.3 “Security and Governance Specification”, the Secure Collaboration 
Hub component provides a secure framework for multi-organization collaboration and 
Enterprise Content Management (ECM). 
The Secure Collaboration Hub addresses the core use cases for content management 
applications, including collaboration building, content organization and sharing. It allows the 
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administration of collaboration-wide fine-grained access and usage control rules on 
collaborative resources (Policy Engine), binds them to the content (MPEG-M Engine), and 
enforces multi-level security with encryption both in transit and at rest (Crypto Engine). 
Moreover, the Secure Collaboration Hub enables the secure execution of collaborative 
workflows by employing the Content Engine which is powered by the industry-proven 
Alfresco Content Services Engine. 
 

5.1.1 CONTENT ENGINE 
The Content Engine provides content management and business process execution 
functionalities. It is powered by the industry-proven Alfresco Content Services Engine, 
allowing users to build collaborating teams and work on simple documents to large 
engineering drawings and rich media files. Moreover, it employs the embedded Activiti 
Workflow Engine enabling custom task creation and execution of business processes; for 
example, the Collaboration Tool will conform to the relevant governance rules and 
procedures by employing configurable and extensible BPMN processes for collaboration 
management. Identified governance processes include collaboration setup, partner setup, 
voting, partner invitation, leaving the VE, removing a partner from the VE and signing a 
contract. 
 

5.1.2 MPEG-M ENGINE 
The MPEG-M Engine provides Digital Rights Management (DRM) mechanisms, by means 
of the ISO/IEC MPEG-21 and MPEG-M standard suites. On the one hand, it provides for the 
management of the full life-cycle of MPEG-21 Digital Items (DIs), this consists in the DIs 
creation, annotation, protection, parsing, processing, etc. On the other hand, it enables 
management of data handling rules, incorporated in a DI as metadata by using the MPEG-
21 Rights Expression Language (REL) standard. To this end, a Content SP and a License 
SP is being developed based on the MPEG-M reference software. The former will provide 
storage services for incoming data, in an encrypted form, while the latter will hold the 
corresponding licenses that govern its use. 
 

5.1.3 POLICY ENGINE 
The Policy Engine offers policy administration and decision functionalities. Through the User 
Interface of the Collaboration Tool, access and usage control rules will be created, edited 
and removed, while policies are specified upon a Semantic Policy Model and stored in a 
Policy Registry. A Reasoner processes the ruleset for extraction of additional knowledge 
and for the evaluation of access and usage requests; in the context of providing real-time 
reasoning functionality, a dedicated API for submitting requests to the Reasoner is being 
developed. For the evaluation of access and usage requests, the Secure Collaboration Hub 
interacts indirectly with the Event Store through the Collaboration Tool (e.g., for extraction 
of information regarding users, companies and collaborations); for the enforcement of 
access and usage control rules by means of DRM and cryptographic mechanisms, the 
Policy Engine interacts with the Crypto and MPEG-M engines. 
 

5.1.4 CRYPTO ENGINE 
The Crypto Engine provides data confidentiality, information integrity, non-repudiation, as 
well as enforcement of authentication and access control by leveraging cryptographic 
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primitives, both symmetric and asymmetric. Legacy cryptographic functionalities are based 
on the Java Cryptography Architecture (JCA), which offers APIs for encryption, digital 
signatures, message digests, certificates and certificate validation, to name a few. 
Furthermore, the Crypto Engine offers APIs for Attribute-Based Encryption (ABE), targeting 
the cryptographic enforcement of data disclosure policies by leveraging the attributes 
assigned to entities, being people or systems. The implementation is built on top of jPBC, 
the Java version of the de facto library for pairing operations. 
 

5.1.5 COLLABORATION POLICIES 
Semantic attribute-based policies regulate access to and usage of collaboration data (e.g., 
the deliverables in the context of a tender preparation) and sensitive business information 
(e.g., capacity of a company, annual turnover, participation in a collaborative project, etc.), 
in the context of a collaboration project. Access to and usage of resources in DIGICOR is 
configurable, so that, for instance, not all users/companies are able to access full 
information, while rules may apply to different levels of data accuracy and granularity. It is 
possible to define rules at any level of abstraction (e.g., rules may be defined for any 
DIGICOR role/company and will be later inherited to more specific roles/company 
departments); for instance, a resource can be specified by means of a semantic type 
(“Deliverable”) or as a specific existing object (document with ID "4711-13”). 
The semantic policy model (implemented as an ontology depicted in Figure 34) upon which 
the rules are specified allows high expressiveness; in that respect a high-level permission 
may be the following: 
Α company that participates in a collaboration with ID=ColX can read the annual turnover of 
companies participating in this collaboration for the purpose of risk analysis. 

 
Figure 34: Semantic Policy Model (D3.3) 

As depicted in Figure 34, an access and usage control rule is grounded upon the 
access/usage action, that is comprised by an actor, an operation and a resource. In this 
case the action elements are the following: 
Actor: AnyCompany WHERE (activeCollaborations INCLUDE ColX), where 
AnyCompany constitutes a Roles class instance, activeCollaborations an 
Attributes class instance and INCLUDE an Operators class instance. 

Operation: read, with read being an Operations class instance.  
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Resource: AnnualTurnover WHERE (belongsToCompany IN ColX.companies), 
where AnnualTurnover constitutes a DataTypes class instance, belongsToCompany 
and companies are Attributes class instances and IN an Operators class instance. 

Actor, operation and resource are defined as instances of the EnhancedEntities class; 
in other words, elements of an action are not only roles, companies, datatypes, etc., but can 
be constrained upon attributes of the said entities. That is, WHERE clauses are defined as 
instances of the Expressions class, with activeCollaborations constituting an 
attribute of a company that in this case can be any company; or belongsToCompany is an 
attribute denoting ownership of company data. 
In other words, DIGICOR access and usage control constitutes an implementation of the 
ABAC paradigm; constraints can be specified for all action elements on the basis of their 
attributes (e.g., status of a deliverable, assigned goals of a company), while also logical 
relations of constraints are supported (e.g., a constraint on a deliverable: (UploadedBy eq 
Actor1) AND (Status eq “OPEN")). 
Moreover, the rule of our example applies for the Purposes class instance RiskAnalysis 
(implying a permission for the associated tool, i.e., the risk evaluation tool), under the context 
of a collaboration ColX (specified as an Expressions class instance). 

Finally, it should be noted that two types of rules make sense and will be thus used in the 
context of DIGICOR, defined by means of the PMO:  

• Permissions (closed-world assumption, meaning that nothing is permitted unless 
explicitly stated so) 

• Prohibitions (if needed, mainly for defining exceptions) 

 
5.2 FROM POLICIES TO DIGITAL ITEMS, LICENSES AND ABE 

ACCESS TREE STRUCTURES 
Assuming that in the context of a given collaboration, the following policy needs to be 
specified and enforced: 
Read rights for a certain deliverable are granted to users with the role tenderCoordinator in 
collaboration collab-a, as well as to salesUsers affiliated with a company participating in 
collab-a for the purpose of tenderPreparation 
From the initial formalization and specification of a policy until its enforcement either within 
DIGICOR or “out in the wild”, the Secure Collaboration Hub performs the following steps:  
Step 0: Attributes and Cryptographic Keys Acquisition 
Attributes and secret key acquisition are procedures that take place asynchronously, in the 
sense that, while they comprise necessary parts in the information consumption lifecycle, 
they happen independently from the data production and consumption. Attributes are 
normally acquired from different Attribute Authorities, as different attributes are certified by 
different organizations, and they are thereupon passed to a Key Authority, in order for the 
secret key to be generated.  
For instance, John Doe, an employee of company AviaDesign assigned with the role 
salesUser, would typically acquire the associated attributes (company and role) from the 
DIGICOR Company Service; further, assuming that John Doe has been assigned with the 
role of tender coordinator in the context of a collaboration Collab-a, the associated attribute 
would be provided by the Collaboration Tool. However, as the Collaboration Tool holds all 
the necessary information about users and their attributes through its interaction with the 
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Event Store (by subscribing to relevant events, like e.g., registration of a new user in the 
case of Company Service events), it further interacts with the Secure Collaboration Hub 
passing information about attributes, so that the latter acts as both the Attribute and the Key 
Authority in DIGICOR. 
Attributes constitute the tokens for obtaining access to various data and services. In order 
to foster interoperability, a uniform way for attributes’ representation and verification is 
needed. In that respect, the Secure Collaboration Hub undertakes the task of assigning 
attributes to DIGICOR users via MPEG-REL licenses (MPEG-M Engine); Figure 35 
illustrates an example license reflecting the assignment to John Doe of the 
Company:AviaDesign, Role:salesUser and Role:Collab-a:tenderCoordinator attributes; 
these grants will be used for accessing information that can only be read by actors holding 
the appropriate attributes. 
In turn, the Secure Collaboration Hub constituting also the Key Authority of the system will 
leverage such a license assigning attributes to a principal, in order for the corresponding 
cryptographic key to be generated (Crypto Engine). Such a key encodes, in cryptographic 
terms, all information on the attributes that the principal holds; using the key, the principal is 
able to decrypt any resource which has been encrypted with a policy structure containing 
these attributes. 

 
Figure 35: Attributes assigning license 

Step 1: Access and usage control rules specification 
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The policy of our example dictates the definition of two access control rules, specified by 
means of the PMO through a dedicated API offered by the Collaboration Tool (see Figure 
36) and stored in the Policy Engine. 
The first policy is a permission defined only over an action with 

Actor: tenderCoordinator WHERE (collaboration EQ collab-a) 

Operation: read  

Resource: Deliverable 

The second policy apart from the action with 
Actor: salesUser WHERE (company IN collab-a.companies) 

Operation: read  

Resource: Deliverable 

applies only for the TenderPreparation purpose. 

 
Figure 36: User Interface for Policy Specification 

Step 2: Creation of a deliverable 
Once a deliverable is created in the context of a Collaboration Tool process, it is first 
encrypted with a symmetric key by leveraging the Crypto Engine. In the case of our example, 
a deliverable with the identifier “COLLAB_A_DEL#01” has been created. 
Step 3: Extraction of the access and usage control rules applying for the given 
deliverable 
Then, all possible policies regulating access and usage of this type of document or 
specifically for the deliverable with the identifier “COLLAB_A_DEL#01” will be fetched from 
the Policy Registry1. 

                                            
1 In case no policies have been defined for some kind of document by the time of the document creation, the user may 
be given the possibility to define access and usage control rules directly for the specific document or for the category of 
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The Policy Engine performs2 a process of conflict resolution among and clustering of the 
found access and usage control rules; this process addresses cases where more than one 
permission or both permissions and prohibitions have been found for the specific document 
type and for a specific operation but for e.g., different actors, attributes of actors and/or 
resource or purposes.  
The purpose of the previous process is twofold;  

• generation of the corresponding ABE access tree structure (see Step 4) 

• generation of the MPEG-21 REL license grants for the digital item encapsulating the 
document (or possibly a link to the document) (see Step 5) 

The process will conclude with the following statement in the case of our example policy: 
 
Deliverable with the identifier “COLLAB_A_DEL#01” can be read by users satisfying the 
constraint (tenderCoordinator WHERE (collaboration EQ collab-a)) OR 
(salesUser WHERE company IN collab-a.companies AND purpose EQ 
tenderPreparation)  

Step 4: Enforcement of the access and usage control rules by means of ABE 
The Secure Collaboration Hub will in turn convert the constraint of Step 4 into a structure 
understandable by the Crypto Engine, in order for the latter to generate the corresponding 
ABE access tree structure; this comprises the ciphertext policy, that will be used for the 
encryption of the afore-mentioned symmetric key (i.e., the one used initially for encrypting 
the document itself). With regards to the policy of our example and assuming that Collab-a 
consortium is comprised by the companies AviaDesign and AirFrames (information provided 
by the Collaboration Tool), after converting the policy constraint into logical relations of 
attributes, the ABE access tree structure will be the following: 
(Role:Collab-a:tenderCoordinator) OR (Company:AviaDesign AND Role:salesUser AND 
Purpose: tenderPreparation) OR (Company:AirFrames AND Role:salesUser AND Purpose: 
tenderPreparation) 
In other words, envelope encryption3 is employed; the symmetric key of the previous step –
and not the deliverable itself— is encrypted with the access tree structure that corresponds 
to the collaboration policies. Combination of legacy cryptographic mechanisms and ABE has 
been selected in order to foster scalability of the solution. 
At the end of this step the deliverable is encrypted (and can only be decrypted by users 
bearing the attributes dictated by the ABE access tree structure, i.e., the corresponding 
attribute assigning licenses) and stored in the DIGICOR platform. Returning to our example, 
John Doe will be able to decrypt the symmetric key and thus the deliverable, because he 
satisfies the (Role:Collab-a:tenderCoordinator) part of the ABE access tree structure; it 
should be noted that, although he also bears the Company:AviaDesign and Role:salesUser 
attributes as stated in the license of Figure 35, he cannot satisfy the (Company:AviaDesign 
AND Role:salesUser AND Purpose:tenderPreparation) part as no purpose attribute 

                                            
documents it falls into; moreover, even if there are existing policies for the specific document type, the user will be able to 
define specific rules, i.e., exceptions, holding for the specific data item. 
2 This process may as well take place offline, i.e., every time the ruleset is updated, so that the necessary knowledge 
regarding the access and usage rights applying for a data item can be a priori available. 
3 https://www.w3.org/TR/xmlenc-core/#sec-Alg-SymmetricKeyWrap 
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(denoting the purpose for which he can perform some action) has been assigned to him as 
well. 
Step 5: Enforcement of the access and usage control rules by means of MPEG-REL 
licenses 
Although cryptographic enforcement is adequate for protecting data in a closed system like 
DIGICOR, it is not enough when the data go “out in the wild”; for instance, a user who due 
to his/her attributes can decrypt a deliverable may download it and share it with people that 
should not gain access to it. To this end, the DIGICOR platform leverages the MPEG-M 
middleware in order to protect information leaving the system; the encrypted deliverable of 
Step 4 (possibly a link to the document) is encapsulated in a Digital Item (DI); the DI is 
constructed as an MPEG Intellectual Property Management and Protection (IPMP) object 
(Figure 37) and the structure  
(Role:Collab-a:tenderCoordinator) OR (Company:AviaDesign AND Role:salesUser AND 
Purpose: tenderPreparation) OR (Company:AirFrames AND Role:salesUser AND Purpose: 
tenderPreparation) 
of Step 4 is translated into three REL license grants, representing the three statements 
separated by logical OR (Figure 38). 

 
Figure 37: Deliverable DI 

At this point, it should be noted that access policies have to be expressed in Disjunctive 
Normal Form (DNF); this is because MPEG REL is not per se able to incorporate complex 
logical formulas. However, this is bypassed by defining a grant for each alternative access 
statement; besides, any logical propositional formula can be eventually expressed in DNF.  
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Figure 38: Deliverable Access License 

Finally, it should be noted that the Secure Collaboration Hub offers externalized dynamic 
authorization capability to tools that need reasoning over collaboration policies in order to 
combine collaboration policies with tool specific policies; in that respect, it exposes the 
appropriate API. 
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6 CONCLUSION 
According to the literature, organizations rely on legal and factual protection mechanisms to 
protect their IC. In order to optimize the level of protection, it is possible to combine the 
protection mechanisms among each other. Nevertheless, it is not possible to combine all 
the protection mechanisms with each other. It needs to be ensured that the combined 
mechanisms do not decrease the level of protection. For example, a patent should not be 
combined with a trade secret since the patent disclose the knowledge whereas the trade 
secret strives to hide the knowledge.  
Within the aviation industry, the SMEs rely on NDAs as protection mechanisms. IPRs are 
not used that frequently. Therefore, DIGICOR has to maintain the secrecy of the shared 
knowledge within a collaboration, otherwise it prevents the SME from forming a VO.  
The formation process of a VO is influenced by eight external factors. Namely, the trust 
among the SME, the legal background of the SME, the strive of the SME to control each 
other, the strive to benefit from the collaboration, the implemented protection mechanisms, 
the knowledge sharing strategy of the SME and the number of competences and IP one 
organization brings into the VO. The DIGICOR platform mainly influences the factors trust, 
controlling each other, and the implemented protection strategies and thus the former 
success of a VO. The proposed knowledge protection strategy for the DIGICOR platform 
fosters the trust to share knowledge among the organizations. First, it provides a secure 
environment for knowledge exchange between the SMEs. Second, it provides a structure 
that ensures to structure the knowledge assets according to their importance. In combination 
with the provided tools, it is possible to keep track of the shared knowledge assets and 
manage them. Finally, the code of conduct provides guidance about how to collaborate and 
creates a common understanding towards knowledge sharing.  
Nevertheless, the SMEs cannot rely solely on the mechanisms of the DIGICOR platform. 
They have to be aware of their own knowledge assets and keep track of it in order to be 
able to adequately protect it and be able to quickly enter the negotiations for a new VO. 
The success of the DIGICOR platform depends on the willingness of the OEM and SME to 
use the platform either to place a CfT or find partners for possible collaborations. Therefore, 
it is necessary to foster the willingness of the SME to share their knowledge among each 
other and form VO.  
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7 ANNEX 
7.1 ANNEX A: DOCUMENT HISTORY 
 
Version Date Changes 

A01 12 Dec 17 first draft – document structure 

A02 02 May 18 second draft – content for chapter 2 - 3 

A03 24 May 18 third draft – content added, structure changed 

A04 29 May 18 final draft 

A05 31 May 18 final release 
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